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Agent Runtime / Sandbox I H#E

XTUBHFIHIRESRM Agent runtime. sandbox. =iE4RHE. ZEEHIEAEXNINEKEIE—K TIEE
B, & XEMBMEMR “‘Agent EARE. AIME. AINUIBMKRRETT” , BHREF—1.

Developer / user API
)
Agent app framework / CLI / SDK
)
session orchestration / agent control plane
N8
sandbox Llifecycle primitive
\)
runtime enforcement: container / supervisor / proxy / policy
2

network, credentials, storage, inference, tool access

B Agent Session & #n & HA

Create / Claim

\)

Provision or WarmPool adoption
J

Ready + route + identity
4

Running session
— tool/model/network request — policy — external service
— idle timeout — suspend / hibernate
— checkpoint — snapshot / PVC / workspace
— resume — restore route + identity
L— expiry / delete — revoke — cleanup / retain data

XNMABRERE “BEREEBI—128 o Agentruntime WRIFRMETET: ERKSESG. BIRES. 1T
ARERRAN. SREILARN. PREEMMNING, FELEFTEALFTENN. BENRFLFE
EESAR. 5. FiE. WK, X, HERH. TENRMTE.
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openkr ) agent
i Open HiCla  Agent
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App / Agent framework layer |
AgentScope: event stream ReAct, toolkit, MCP, workspace, FastAPI service |
nanobot: Llightweight personal agent loop, channels, providers, skills |

Multi-agent / session product layer |
HiClaw: Worker/Team/Human/Manager CRD + Matrix + Higress |
OpenKruise Agents: SandboxSet/Claim + E2B API + Envoy route |
AgentCube: AgentRuntime/CodeInterpreter + Router + WorkloadManager |
NemoClaw: OpenShell onboarding + OpenClaw/Hermes setup |

Sandbox / runtime primitive layer |
agent-sandbox: Sandbox/Claim/Template/WarmPool — Pod/PVC/Service |
OpenShell: Gateway desired state — driver — Supervisor/proxy enforcement \

Network / credential / tool gateway layer



| agentgateway: LLM/MCP/A2A proxy, Gateway API, CEL, HBONE, xDS |

| Higress/OpenShell gateway: provider credentials and inference routing |
[

KEXAR:

- agentcube BAFAIATE agent-sandbox Z £ BIE M session API, [EE# Sandbox £&rEHA.

- openkruise-agents i57E agent-sandbox tHSMEEFSHMIAIE: ©E SandboxSet/Claim. E2B
API. Envoy BRH. agent-runtime. CSI# identity token HEIE—E& K8s Z1ThRE,

- NemoClaw AAfsik7E OpenShell Z k: Fi#&f# onboarding #1 agent setup, /5& 1 sandbox
runtime 1 enforcement.

- HiClaw #1 agent-sandbox @ E#t%k%: HiClaw &% Agent h{E, agent-sandbox AILIRAEEMR
BRiE.

- AgentScope #1 agent-sandbox & TEAESBIRIRRE : AgentScope BY Workspace EE#% Local/Docker/
E2B, agent-sandbox @ E=EEMITIFIRRIE,

- agentgateway Riz{T Agent, 1BiEHI Agent iFIAIREL, MCP. A2A HIWLKLFR,

agent-sandbox: Sandbox EJ9 K8s [EiE

agent-sandbox By CyEREAEE Agent runtime ME1& Deployment/StatefulSet BihtHiR, Agent
sandbox BIENXZ:

« BASCfl, replicas REE0/1,

- BRESHM, Bt headless Service,

- BEFATERE, PVC £dmERARRE Pod BEhfflikk.
- AILLE{E/E, scaleto0/1,

« BTLLUSHE, shutdownTime 2SR EIHR,

EERIBRL VI ESLI, MEEREZEIELS K8sRIE: runtimeClassName. gVisor/Kata.
NetworkPolicy. securityContext. serviceAccount, X-MEITHTIEENBERAIAS: ERI_ LEFEEH
PR K8s ESHESTo

XEethiER: EREHEERIE, FR5E% Agent thfE. TAWMYN. FIEMWX. HTTP invocation 5
Agent app framework, XL LB

openkruise-agents: 8 Sandbox [RiEY BAX E2B-like I &

openkruise-agents FIXEREHiE— &)\ Sandbox CRD, M2 Agent sandbox & EHARY ™= SaE#b

3%




E2B API / K8s CRD
3

sandbox-manager
¢
SandboxClaim / SandboxSet / Sandbox
)
agent-sandbox-controller
J
Envoy route registry — Sandbox Pod IP:port

T8 warm pool BAfEIE R SandboxSet, 3B FIEKEERERL SandboxClaim, 8 API NCIfAL E2B-
compatible /sandboxes / /snapshots, Hifid Envoy ext_proc 2% Go filter {BiEREEHZEI AKX sandbox,
XMAEESMBEIEE E2B-like workspace AR5,

XPe1EF R4 ML agent-sandbox K1R%: key storage. route registry. memberlist peer sync.

dynamic CSI mount. identity token propagation. checkpoint/hibernation I runtime sidecar #HE
DAEIE, EENNIBEEKFEEIRENE, mAE2E— controller,

agentcube: 1 Sandbox B FIIABRIE

agentcube WELL agent-sandbox &—F. BEXROFLENFELT HTTP/SDK AA— Code
Interpreter 2 AgentRuntime, MA~ELLAFEEES Sandbox CR.

e e

Client invocation
2
Router checks x-agentcube-session-id
\J
WorkloadManager creates Sandbox or SandboxClaim
\)
agent-sandbox starts/adopts Pod
)
Router reverse-proxies to PodIP/entrypoint
N8
Redis/ValKey tracks session TTL and activity

CREENZMHIE RES Sandbox controller, WorkloadManager 2B AgentCube B9
AgentRuntime / CodeInterpreter &%k agent-sandbox CRD, J&/Z lifecycle. WarmPool adoption.
Pod/PVC/Service #3245 agent-sandbox.
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L4k, PicoD B Router-signed JWT #{X SSH; Xf&jft SDK, {B Router TaRETAR, B4E
auth. mTLS. RBAC. Eit—i#EH .

OpenShell: Gateway desired state, Supervisor runtime enforcement

OpenShell WP BiHRRRETIIZ:

Gateway owns desired state

4

compute driver provisions sandbox
\)

Supervisor owns runtime enforcement
{

policy proxy controls process/network/inference egress

Gateway &7 sandbox. provider. policy. settings. inference. sessions FIX7Z; sandbox A
Supervisor 7B IFHITMLE. #HI2. XfF. TLS. provider credential 33 A\#1 proxy enforcement, X4
BRI, ERNRE sandbox REEBWHIZEE . socket. binary hash. TLS RHETTHTER.

OpenShell IXEARE “B sandbox” , MEIT Agent egress TR AT, AJFEIR. AJRRRER,. &
BMILEIFIRIE OPA; inference. local @45 AsigE ], IR provider, B Agent REIZIFEET
keyo

NemoClaw: OpenShell £BY host-side Agent 4&HE

NemoClaw 2 OpenShell W= @t RHIE, TE%5—MEES sandbox 5%, BiEAFEIEETHD
BRERER:

- preflight #27& Docker/OpenShell/GPU/DNS,

- BEhEE A named OpenShell gateways

- 3%&#% provider/model/credential route,

* BIEHE A sandbox,

- ®¥/E% OpenClaw 3 Hermes runtime config,
- A8 baseline policy #1 presets,

- #%i¥ messaging channel manifest,

EHZOERRE onboard FSM: host-side JSON registry. session state. £/5 lock. resume/fresh/
non-interactive, XMEXEEEFAMALTE, BHHERKREME. 8575 NFRAETE K,

HiClaw: Agent 2 CR, 82 IM BF

HiClaw FYi&it1RE£ER: 30 Agent B4 K8s operator, [EEHIBIMEEMEI Matrix IM,

11



Worker CR
l

controller reconcile
!

Matrix user + room
J

Higress consumer key
4

Worker container

)
Human / Manager / Workers collaborate in rooms
XARRF N EH Agent framework ZBERY a] = :

- ABMEBANN: HiEd# Matrix Fia,
- Agent EIEUNMAPRE: Worker RE Higress consumer key, ESE provider/API key TR,

ENRNETEEERES. 81 Worker @828, Matrix BF. gateway consumer =fii—1%;
Provisioner [EIBS4RHE Matrix/Higress/Credentials/Manager bootstrap, #@EFHDEIELHM,

AgentScope: MWAMEZREM runtime AR
AgentScope FE{H5& sandbox [R1E, BEENX T &= Agent N BRVIETTEIIAR :

- AgentEvent /Msg 2 SDK. SSE. 7Zfi&fl Ul B9%—hi¥

* ReAct loop BAEHIAFIIMBHITERER continuation event,

+ Tool execution IR AR/ £ TFXXE NF raw 1/0,

-+ Workspace 7% tools. MCP. skills #1 context/tool-result offload,
- FastAPI service &% M storage/session/workspace EH£H2E Agent,

XRERFESNVARS, MARKERE. ©alLUIE Docker/E2B/7 3K agent-sandbox {E79 Workspace
backend, IBESFRIFE Agent FHISEHRE.

agentgateway: Agent ifiRlshREYMILEIEH] =

agentgateway fORHIE Agent 2, AR Agent E@EHA. B LLM API. MCP tools. A2ABE4—
Fl—4> Rust L7 #iiEE, =HIEE A Gateway API/xDS.

3t runtime/sandbox A& 3KiH, EHNMER:

* LLM provider Zi—1¥#0 guardrails.
* MCP tools federation + CEL RBAC,

- A2A Agent Card URL rewrite F1{{EE,

+ HBONE/mTLS/telemetry/access log.

12



- P CRD BERHA. RIS,

9NR agent-sandbox & “Agent BBTEMIE” , agentgateway FAE “Agent BEiFRlHA. B4R &4
#Hit” .

PZIDME R

1. e AR Z Pod £ 85 /EHA

Agent sandbox WA BEIEAEE: B, E. e, 4HA. JHA. FAMFF. GC. startup resume. KfE
% offload, XLttEi@ Pod B Running/Terminated BE %%,

- agent-sandbox A shutdownTime #1 0/1 replicas A E /1T H,
- openkruise-agents 3 SandboxSet / SandboxClaim #RiX pool 547EX, F E2B API & pause/resume/
clone/checkpoint,

- agentcube A Redis sorted set & session TTL # last activity.
+ OpenShell B Gateway store + driver watch/reconcile/resume,
+ NemoClaw A host-side FSM # registry f#§ onboarding resumes

£51E: Agentruntime XMEXER “KiF” M “TIEAH HESR.

2. EIEAEEH Agent #H1E

Agent SHITIREAE RN T AR, BSIREEFBAN. EX APlkey. GitHub PAT. = AK #ISR#H AN
Agent I#i2, B promptinjection K,

AT MR XITE

« HiClaw: E3E key 7 Higress, Worker 2#F consumer key,

- OpenShell / NemoClaw: Gateway s provider credential system-of-record, sandbox i&@iZ
inference. local fEAREL,

- agentgateway: /5U% credentials 5 policy/filter TERI M,

X#0 agent-credential-isolation EE—%1&1t4%.

3. MRS FEEHIZRIEX

K8s NetworkPolicy REEE Pod 4, Agentsandbox HAJEER ZM#FE: agent. tool. shell.
browser. package manager, OpenShell i&3d proxy + /proc/net/tcp + binary identity BMIZE &AL
BIHE/ THFIFD, XEEMIER runtime enforcement,

HMFAZEHEE, F—MEEATLUA NetworkPolicy + egress proxy; mXFizEZAEE OpenShell Xfh
Supervisor/proxy &2,

13



4. WarmPool ZMeEL Y, BEFIENIMY

FATRE “IRR1BS) Pod” XAfEE, xHEM SR ready sandbox # claim $755EY, ownerReference.
labels. status. Pod exclusivity #Z—%8,

agent-sandbox 8 SandboxClaim adoption ¥ EKEXIM; agentcube R7E Codelnterpreter
warmPoolSize ERFEREST, XBREST: RERIEFABNFEE, LER&RZEX “BEERLE .
openkruise-agents M8 warm pool Ak F &4k SandboxSet + SandboxClaim #¥, FHTE claim BfEN
inplace update. dynamic CSI mount. runtime init # identity token,

5. ATE[EIEEAZ Ul MnI
% Agent RGFBAREESFENAN HUE WRIRE,

+ HiClaw A Matrix F5ial#B AZEH0 Agent IFER—MAMEFE.
- AgentScope F RequireUserConfirmEvent #1 continuation event 8 ASSHIABOEEHTR.
+ OpenShell B9 policy proposal ZRAA TE#HE.

ATEEIENiZZ HXFIREHEES], FRIZRB— 1 EimiEH.
6. App framework #1 sandbox runtime 22

AgentScope. nanobot XFEMAMEZRMR “WNEIEE. ABRTA. HAKLTX ; agent-sandbox/
OpenShell i8R “MAIRLIEIT . BRBRRTI—RSSBUIERMEE ReAct, XEERR. MK, iR
e, ERERE,

AN =g

Agent framework

! workspace/runtime adapter
Sandbox/session layer

! Llifecycle primitive
K8s/OpenShell/container runtime

gitea

pakit] (&I RITED EETR
Sandbox CRD. Pod/PVC/Service.
agent-sandbox =R 4 Agent BUITIAR R
[RIEEY & WarmPool. K8s [Ri& = & 7
Session teub HTTP invocation. session registry.  Code interpreter /
agentcube
YRR Router/WorkloadManager serverless agent runtime

14



EESALEE

- agent-sandbox
- agentcube
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oE RERIME EITED EETR
=z . —a
" obenshell Gateway desired state. = MXFE autonomous

runtime penShe

x Supervisor. policy proxy agent. EIERE. WEHIT

Host-side onboarding FSM. provider/policy/ = &% runtime B BHF*

NemoClaw

nEE 21t agent setup oa

% Agent ) - R o

e HiClaw CRD +IM + PR EHE + Worker/Team k% Agent thEFliz4E

A

RAAMEZR  AgentScope, ReAct loop. event stream. tools. % Agent RZABE A

it} nanobot workspace Agent

HERIES LLM/MCP/A2A jRE. policy. .

agentgateway [MCP/A2A 5. policy Agent ShEBiGIRIAETE
it telemetry
RN

BR mEEd TEXER
agent- Sandbox/Claim/WarmPool. PVC 4&nEHA.

1618 Agent REERIEA KSs BB oo - [claim/ "
sandbox NetworkPolicy

784 Code Interpreter / tcub Router/WorkloadManager. session registry.
agentcube

AgentRuntime &iERSS WarmPool adoption

R RN LS sandbox Gateway/Supervisor 73 5%, policy proxy.

. OpenShell .
runtime inference.local
2848 OpenShell B8R AF R A CLI onboard FSM. provider/policy/messaging
. NemoClaw .

TER manifest

1B Agent tMEF A HiClaw CRD. Matrix. Higress. credentialisolation
AgentSco AgentEvent. tool permission. workspace

184 Agent KBRS mEEER | e P pace/
e offload. FastAPI

1812 Agent B9 LLM/MCP/A2A % agentgate  Gateway API. xDS. CEL. MCP federation.

£ way guardrails



HiClaw

agentgateway
declarative-agent-management

agent-credential-isolation

cloud-native-security
ai-agent-plugin-patterns
mcp
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agent-sandbox

kubernetes-sigs/agent-sandbox & K8s SIG Apps E A X Sandbox CRD + controller, 18 Al Agent

runtime M"KHaH. BRE. BLF. TEHE. BRESH " NRSHESEEME L K8s BF—Lt

Deployment (FERZSEIZA) #0 StatefulSet (455 Pod) #EIEH. FRBENGITTEEILAIRAE K8s [RiB
(gvisor / kata-containers / network-policy) , controller & s A EASRHE

JFAZEFY I src-agent-sandbox-architecture,

Sandbox £ EHE

SandboxTemplate / SandboxWarmPool
J
SandboxClaim Bl%E
J
| Pending |
| controller @lI%EE/4MEX Sandbox |

{
Pod + PVC + Service
! Ready
Agent / Tool Session
— suspend — replicas=0
— resume — replicas=1
— shutdownTime — Terminating
L— delete — GC / PVC policy

RPEFE

- BFE: kubernetes-sigs/agent-sandbox

- YE1#ZI: GitHub API /R main &iff push 2026-06-11, &#IEE tagv0.4.6, 58 v0.5.0rcl

- A& wiki 23 MThRZAS: v0.4.5+11 (HEAD e1d8898, 2026-04-23 /&)

- FEES: Go01.26.2, 1R sigs.k8s.io/agent-sandbox

« 4 CRD: #Zil» Sandbox (agents.x-k8s.io) + # & SandboxClaim / SandboxTemp late /
SandboxWarmPool (extensions.agents.x-k8s.io)

- JRIE: K8sSIG Apps EKINE, #E{& Kubernetes Resource Model SE3

- SDK: Go +Python (codegen &£5%) +#5/ K8s clientset/informer/lister

17


https://github.com/kubernetes-sigs/agent-sandbox
https://kubernetes.io/docs/concepts/overview/working-with-objects/

- examples BRHa0#85d 20 1 quickstart / hello-world / kata-gke / openclaw / hermes /
langchain / jupyter / vscode / chrome / HPA / Kueue / Cilium/NetworkPolicy / MCP / Ray /
Python SDK &

5 HiClaw B9x%&

B4 RS ——agent-sandbox 2RISR (IRt"Re

51T 1 NMEIRES Agent 28" [RiB) , HiClaw 2

AR (GRHE"E N Agent ME + IM Fm + FIBMX") . itk HiClaw B9 Worker runtime 5228 1L
HI7E agent-sandbox Z k.

5 HiClaw BI5EEXfLE

HE
Bk

NS
ES

EIR
gg

FEER

agent-sandbox

Runtime substrate / CRD [RiZ&

Sandbox. Claim. Template. WarmPool

ARE IM /team / manager

B PodTemplate / BFIFIERE

Z ¥t gVisor/Kata/NetworkPolicy/
PodTemplate

WarmPool / Template / suspend-resume

FEIR)M. runtime BEHIFE

GKE Kata walkthrough i®id

~N o 00 b~ W N

. BT Kata/gVisor B9 GKE SR A& EE
. &%& agent-sandbox CRD/controller,

. B runtimeClass / securityContext / volume / network policy 9 SandboxTemp late,
. A6 SandboxWarmPool, FiHET Podo
. AP 8% SandboxClaim, controller A WarmPool $REX#E Sandbox,

. Sandbox Ready /5, i&id service / SDK / router i1 =28 agent F T H,
. FHJG scale to zero / suspend, 1R PVCIRE, [E4: resume,

18

HiClaw

% Agent IMETFES

Worker. Team. Human. Manager

Matrix f5[8] + Manager/Worker/Human

Gateway consumer key + EEIEITE

KB Tin, AIH—F B agent-
sandbox

Worker lifecycle + runtime package

Agent & /IMEF- m4EFE



EATIRRETHXRAE O Pod” , MRIBSBEA), BRE. FEE, AISEE Agent BREFLA
FI:'EH*D_JE%E,JJ\I

v0.5 / beta B& &%

roadmap HFIBR/LEFEL:

« API 5 runtime f##8, 7 portable backend / common proto;
SandboxTemplate / WarmPool rolling update;

- router A first-class B A ;

- auto suspend/resume. scale-to-zero. TFFIIER{L{L;
£58E WarmPool i%&#F#0 claim latency L1k;

+ alpha — beta API versioning;

- TypeScript SDK. MCP server. Ray/LangChain/CrewAl/ kAgent &%,

XERE V0.5 Z/EHESSM “CRD AERL” M “S/Ei. MEER. SDK. router. AR
examples §is

%51 examples
NN quickstart, hello-wor Ld-sandbox, python-sdk-quickstart

FEE /runtime  kata-gke-sandbox, chrome-sandbox, sandboxed-tools, sandbox-ksa, policy

Agent / openc law-sandbox, hermes-agent, langchain, gemini-cu-sandbox, code-
framework interpreter-agent-on-adk

¥4 [ AE hpa-swp-scaling, kueue-agent-sandbox, manual-pdb

PILE SR B composing-sandbox-nw-policies, mcp-server-sandbox

o jupyter lab, vscode-sandbox, aio-sandbox, analytics-tool, python-runtime-
T BRREE Jupy . . y Py
sandbox, ray-integration
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OpenKruise Agents

OpenKruise Agents z& OpenKruise E[a Al Agent sandbox lifecycle management B9 Kubernetes [R4 F
&o E18 Sandbox / SandboxSet / SandboxClaim/ SandboxTemplate CRD. E2B-compatible APIl. Envoy &
¥ B. agent-runtime sidecar. identity token F1z)7S CSI mount AER—E “7E K8s LiEE Agent
sandbox” HYIEHIE.

JFAAZEF I src-openkruise-agents-architecture,

RPEFK

« B openkruise/agents

- HFiIfL: GitHub APl 27 REAIASDZ master, &I push 2026-06-12, £9202 stars /78 forks,
Apache-2.0, E£i&= Go

« A wiki 23#Thk4s: HEAD 0e58df8 (2026-06-12)

- O ANH: agent-sandbox-controller. sandbox-manager. traffic-extension. sandbox-gateway

« XBAPI: Sandbox. SandboxSet. SandboxClaim. SandboxTemplate

« P@mAO: E2B-compatible /sandboxes. /snapshots. pause/resume/connect/timeout/debug %
API

- BA7 S codeinterpreter. cloud desktop. Claude Code / OpenClaw sandbox. RL/HITL/
open-world training. Zdr workspace

ZRMIE (L
E2B &K ZE| Sandbox BYHFE

E2B API / CRD request — sandbox-manager
— create / claim / clone / checkpoint
L— route + identity + key storage
!
SandboxClaim / SandboxSet / Sandbox
J

agent-sandbox controller
N8
Pod + PVC + agent-runtime / CSI
\’
Envoy ext_proc — Sandbox Pod IP:port
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https://github.com/openkruise/agents

OpenKruise Agents £ 1E agent-sandbox # agentcube FRIENRF & HH—Z:

- Lk agent-sandbox F5e%: R{XH sandbox lifecycle primitive, 38 warm pool. claim. E2B

API. B&H. identity. CSI#] runtime sidecar &R,

- Lt agentcube FIXE: AF$T AgentRuntime / Codelnterpreter invocation F=RiR, MERHEE
B sandbox EIE. clone/checkpoint. route 1 E2B #ZAHo.

- Lk substrate 8 K8s CRD ft: Substrate B2£E actor/worker multiplexing 1 wake routing;

- AJ{E/ Agent framework BYiztis workspace backend: AgentScope. coding agent. browser/
desktop agent B LUBE S {F E2B-like H1TIF 1R,

ZIOAR A

Bt

agent-sandbox-
controller

sandbox-manager

traffic-
extension

sandbox-gateway

sandboxcr infra

agent-runtime /
identity /CSI

R PEF

ER

K8s controller-runtime &%, &2 Sandbox. SandboxSet. SandboxClaim.

SandboxUpdateOps. SecurityTokenRefresh,

E2B-compatible HTTP APl $=HlI@E, fa%: claim/clone/pause/resume/delete
checkpoint. APl key storage. team permission # route sync.

Envoy external processing gRPC k55, 18 sandbox i53KEXE 7 original-dst &
Mo

Envoy Go HTTP filter IRASHYEUEEY &, ##4fr sandboxID/port HE dynamic
metadata,

Infrastructure / Sandbox &R #J K8s CRD 5211, 18 APl &K% F| SandboxClaim/
Sandbox/PVC/Pod,

sandbox A runtime #J41k. %58 token £#&. 7S volume mount I B S,

+ Warm pool Z#=HIE Y. SandboxSet fR¥:FAJAETF, SandboxClaim BIIMEY; XLL{E & Pod
pool BE&EH L. BT, KRKRBNARMNER.

- E2B API B&MEIZANRZA: L/E SDK aJ LU familiar API B, &=, k&, &% sandbox; F&1M
3R K8s CRD/GitOps/RBAC BE/Jo

- BREAAZE Service per sandbox: Envoy ext_proc / Go filter F§ sandboxID Z route registry, L3
£33l Pod IP:port, EEAREERIE/KRIEESH sandbox,

- REMRBRLEEMTT: identity provider. APl key storage. token propagation. runtimeClass.
NetworkPolicy # audit @4 =R AT MNEIERIER S .
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AR ARE

- EEETF K8s L1&7E E2B-like sandbox service;

- HE[EEE CRD EEmEAN SDK/API F=&iE;

« HE warm pool [£ff Agent / Code Interpreter /2 E5h;

+ FRE pause/resume. checkpoint/clone. EIZFFEER. BBAMZTE/ namespace/team;
- #8318 Al Agent workspace MZ3/Docker/E2B SaaS iFE|B%E Kubernetes,

(WAL E STy

- RFE— A Agent #EZ25, Python workflow runtime;

« Q#8F 3%/ sandbox CRD, AAERBTIEAE manager/gateway/identity/CSI;

* 3J5& runtime enforcement WERS TE R EMAEIE, REZESNM cloud-native-security. OPA/
egress gateway. gVisor/Kata/seccomp FE#&l;

- AN B REEEZRIRE R APl Fl roadmap iR RSB storage/network/runtime/scheduling/
observability 8£77,
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agentgateway

Solo.io / Istio & mAY Al-native L7 % (Apache 2.0) . B=Fh Al RE4—TE— Rust HUEEE :

+ LLM Gateway: OpenAl / Anthropic / Gemini / Bedrock / Vertex / Azure / Copilot £ provider 4t
—79 OpenAl #&7& API + guardrails

- MCP Gateway: stdio /HTTP Streamable / SSE =% transport + OpenAP| Hzp¥, MCP TH + %
MCP server federation

+ A2A Gateway: Google Agent-to-Agent i t3I2, @I EE Agent Card iLFREIARAERE gateway

SRR

- 1£%IE (Go) : Gateway API+ BZ CRD (AgentgatewayPolicy /AgentgatewayBackend /
AgentgatewayParameters) , KRT REZ/z(Z, xDS Delta ADS 3%

- #¥Em (Rust) : tokio + hyper +rustls, proxy/gateway — http/route = llm|mcp|a2a —
upstream, CEL f{(Z5B& IR, HBONE ER Istio mesh Ei&{E

« Ul (TypeScript) : Next.js EI2RE

Agent tH iEKARIZ

Agent / Sandbox
! LLM + MCP - A2A request
agentgateway data plane (Rust)
!l route + CEL policy + credential Llookup

—
| LLM Provider | MCP Federation | A2A Agent Card |
| OpenAI/etc. | tools/servers | upstream |
| |

o

| telemetry / audit / mTLS
Control plane: Gateway API -« CRD - xDS - Secret

BRI

1. 3B Istio B Al Gateway: Gateway APl +KRT +xDS + HBONE 2EEF, RIBHIERmIRREN
Al LR Rust (LI

2. =thNHZRE—% pipeline: Route / Policy / Backend / CEL R{EZ—, ZE527E Backend.kind R
EEM provider EEC28
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3. ZIEHE: LLM provider BEEEIRTE backend secret, Agent IEXf gateway BHiIAME, &0
agent-credential-isolation
4. IR agent-sandbox BE4b: RIEHORERIE, BEGITHRES, H&E=Al TEAHTERIER

J# I src-agentgateway-architecture,

LLM provider i&Eras XTI BR

Provider ERMERST MRz MIER 35 HMEESR
OpenAl . . .
OpenAI/ TEAREITAERT, 8458 B[ OpenAl- S50 provider £ EE I
- P=3 =|R Y
g . (4 compatible SSE / JSON P 8
compatible
OpenAl messages — . o
Anthroni Anthrobi / Anthropic event stream  thinking/tool schema/
nthropic nthropic messages
P P & — OpenAl chunk stream event ZFFR[E
tools
OpenAl chat — . . . .
o Gemini candidates — project/location/auth #
Gemini /Vertex = generateContent/ Vertex .
. OpenAl choices SIREFEARR
endpoint
Bedrock OpenAl chat — Bedrock Bedrock body/stream AWS auth. modelid.
edroc
invoke, &l AWS Sigv4 — OpenAl-compatible X1z it endpoint
OpenAl schema + Azure Azure OpenAl response  deployment Z#R. api-
Azure OpenAl ) . . .
deployment endpoint — OpenAl-compatible version. endpoint path
iEAC GitHub Copilot 4i—hk OpenAl- . .
Copilot =R P TP SERIE] ISR & R A
provider A[J compatible

agentgateway FIXBERE “ZIFEZ provider” &5, MEIE provider ZF/E% AIProvider / Provider
trait /5. L& HTTPRoute. Policy. Backend. CEL. telemetry REZEE AKX provider 475,

MCP federation 5 CEL RBAC

MCP Gateway % MCP server REEI— M A\H. &itERE i & T EFEN:

« transport [B32#F stdio / HTTP Streamable / SSE, iRt ZE M mcp/upstream PRUL;
- federation NEEHRTRAZ MR, BEFER server 5 route HEnE =il

- BORARNEBCEE T ASIME, MME gateway route / policy B cel RIARXMFAE—HIE;
- agent RZ gateway IS, /5im MCP server WELEEIH gateway Eo

XF1 HiClaw B worker consumer key #8{—21: Agent BEIARMILET A, BMX{M consumer. route
policy JRE, MAZEH prompt EMBETEMERE,
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FEZE Al Gateway YA R

Y= FEEM agentgateway NES
LiteLLM Python LLM proxy / agentgateway E1® Rust #4EmE + Gateway API/xDS/
ite
provider adapter mesh &

= = infra 7t
OpenRouter | FEEHTEA MRS agentgateway B BFEE infra A%, ITHIEMKEEER

FP&E&EE
Portkey &/ LLM gateway agentgateway E=/R4E, 3818 CRD. mesh. MCP/A2A
Envoy Al Envoy Gateway _EAY agentgateway A2 F Envoy #3EmE, MB8T5 Rust 2R
Gateway GenAl gateway EH R E R LLM/MCP/A2A

Z8E walkthrough i®ig

1. ®4& Gateway API CRD 5 agentgateway B2 CRD,

2. ZBZ& controller, & watch Gateway / HTTPRoute / AgentgatewayPolicy / AgentgatewayBackend,

3. Bl GatewayClass 5 Gateway, FH AgentgatewayParameters $&% dataplane EBES%,

4. B2 AgentgatewayBackend, 18 Al/MCP/A2A J5i%#0 secret X,

5. FA HTTPRoute.backendRef #&§[E backend, 3 AgentgatewayPolicy IN%EM. PRI, #%#oH CEL
RBAC.

6. dataplane @i xDS {EEZIRECE, FFHAKIE LLM / MCP / A2A &,

MRFEIEITIRES, 1B Agent BE8HK7E agent-sandbox / agentcube —2& substrate £; IRFE LLM
serving endpoint picking, #ENE# gateway-api-inference-extension / llm-d 335,
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Agent Runtime / Sandbox 457184 [

B8 agent-runtime-sandbox-project-map 7 ¥ DB, XEAEE . {REERE sandbox

primitive. E2B-like sandbox &

GitHub Hgitzia

&L X 2026-06-15 3@ GitHub API EFiiZ%:

=

agent-
sandbox

openkruise
-agents

agentcube

OpenShell

NemoClaw

REARIRATIR]

B

https://github.com/
kubernetes-sigs/agent-
sandbox

https://github.com/
openkruise/agents

https://github.com/volcano-
sh/agentcube

https://github.com/NVIDIA/
OpenShell

https://github.com/NVIDIA/

NemoClaw

https://github.com/
agentscope-ai/HiClaw

https://github.com/
agentscope-ai/agentscope

https://github.com/

agentgateway/agentgateway

il Bk

=it
push

2026-0
6-10

2026-0
6-12

2026-0
6-08

2026-0
6-11

2026-0
6-11

2026-0
6-10

2026-0
6-09

2026-0
6-10

RES

20

14

Tk

FIES

Go

Go

Go

Rust

TypeS
cript

Go

Pytho

Rust

session API. &2 runtime. % Agent 5, X2 Al gateway,

HRIE (L

K8s-native isolated stateful
singleton workload

K8s-native agent sandbox
lifecycle platform

Sandbox session
orchestration

Safe private runtime for
autonomous agents

OpenShell RiE1T Hermes/
OpenClaw

Matrix + K8s Y
collaborative multi-agent
0S

BN, FIEEAR. RIMEERY
Agent HEEHELS

Al agents / MCP servers 9
agentic proxy

FETE~@APL IMIMETRAIE
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{RERZRAYE) R Bt REE
K8s L &L T— 1 ERE agent-

Agent =28 sandbox

B$EE E2B-like sandbox openkruise-  RFEEF/)\ CRD A REIEZRIEFEHAY manager/
service agents gateway/runtime &
8 sandbox B session/ AER Kubernetes 3~ #85| \ Redis/session
- . agentcube .
invocation API registry
ZAith/FAERE S Agent 3

,/ & OpenShell ARELERRES

runtime
¢4 OpenShell Bi2E agent

R OP . g NemoClaw RBE—1 Agent N FAESS
onboarding
% Agent M + ATE[EIER HiClaw FA85| \ Matrix / K8s operator

Python Agent N AARSS b AgentScope  FHEE3R sandbox [RIiE

agentgatewa
Yy

LLM/MCP/A2A & 7a1E EHEE{T Agent HIZA 5

ZRMIA S

Agent framework / app
)
session orchestration
J
sandbox Llifecycle primitive
J
runtime enforcement
J

network / credential / tool gateway

agent-sandbox & 7E sandbox lifecycle primitive; openkruise-agents 7 sandbox platform layer, 38
CRD. E2BAPI. Envoy route. runtime/CSl/identity ¥ B4E&HEHK; OpenShell & 7E runtime
enforcement; agentgateway & 7E network/tool gateway; HiClaw #1 agentcube 2 _EEF= St 4mHE;
AgentScope RN FAHEZRE.

27



RIpEE LI E

HERERT AlRR?

—— 5 Agent 7 / event loop
— 124 session / invocation API
— &2 K8s sandbox “epfEHA

— {4 E2B-like F&

— R/ ML/ R ER IR

F— 2 AMES ATEERS
L— 38 LLM/MCP/A2A O

RIEXFLL

Y

=l

Az

R

RBR
=

— AgentScope
— AgentCube
— agent-sandbox

— OpenKruise Agents
— OpenShell

— HiClaw

— agentgateway

agent-
sandbo openkruise-agents = OpenShell agentcube HiClaw
X
K8s Gateway Router + K8s operator
sandbox-manager + ] )
controll desired WorkloadM = + Matrix/
K8s controllers )
er state anager Higress
Pod/ Envoy ext_proc/Go = supervisor Worker
. ) Sandbox ]
PVC/ filter + Sandbox + policy . containers +
. pod + PicoD ]
Service  Pod proxy Matrix rooms
) Redis/
K8s API + route object store .
K8s API ) ValKey etcd/kine +
registry + key + sandbox ) . .
+ PVC session Matrix + MinlO
storage state .
registry
E2B API key st t o Router
ey storage  gatewa
B E . " ty . g i ?/d JWT/ Higress &
security token rovider
= y =P workload HIERE
propagation key
auth
HTTP / .
CRD/ Matrix / CRD /
E2B API+ CRD CLI/SDK Python
SDK . CLI
SDK/ Dify

28

agentgatew
ay

Gateway
API/xDS

Rust L7
proxy

route/
backend/

policy
stores

backend
secret/

policy

CRD/
Gateway /
ul



KAZIN

-l “AgentiZ1T7E K8s BRIEMIZME" : & agent-sandbox; FE E2B-compatible API. warm
pool. EREF] runtime ¥ EBYE openkruise-agents; ZEZE invocation/session =& API BB &
agentcube,

-t “L2FLE AgentiBTTBY” : %&E OpenShell, B%& NemoClaw {aI4wHE,

- i “EIBAIME Agent F£A” : HiClaw B9 Matrix-first thFmEL i@ Agent framework ML AT
No

- i “TE/MEELAFIEAE” ¢ agentgateway NEA sandbox MBS R EREH 2,

29



MCP Server / Tool Gateway i Lb it

=

MCP £BELEM “44 AgentZ/INMITHR” ¥EE=/Z: SDK/framework. B{&KTH server. gateway/
proxy/data plane, Z<DI3E FastMCP. E75/EH MCP server #l agentgateway/Plano JIE—#EE.

GitHub Hgitzia

&L X 2026-06-11 @2 GitHub API EFiiZ%:

e BE
FastMCP https://github.com/PrefectHQ/
fastmcp
GitHub https://github.com/github/
MCP github-mcp-server
Playwright = https://github.com/microsoft/
MCP playwright-mcp
kubectl https://github.com/rohitg00/
MCP kubectl-mcp-server
agentgate  https://github.com/
way agentgateway/agentgateway
https://github.com/katanemo/
Plano
plano
nE
= &R
MCP SDK/
FastMCP, MCP Python SDK
framework
GitHub MCP, Playwright MCP,
Tool server
kubectl MCP
Gateway/proxy = agentgateway, Plano

=

it
push

2026-06
-06

2026-06
-10

2026-06
-10

2026-04
-08

2026-06
-10

2026-06
-09

fRREYIR) R

sta

25k

30k

33k

908

FIES

Python

Go

TypeSc
ript

Python

Rust

Rust

o

L

Pythonic MCP
servers/clients

GitHub E7 MCP
server

M s3ER BT MCP

server

Kubernetes MCP
server

LLM/MCP/A2A
agentic proxy

Al-native proxy and
data plane

RIERE server/client, &IE schema.

transport. lifecycle

B GitHub. %28, K8s FEKRENRTES

Agent

federation. %4, RBAC. observability.
routing. policy
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THRIRLENER AP1 B MCP server

1t Agent $#2{E GitHub issue/PR/repo

ik Agent $2X1 53 235 UE/HTEX

ik Agent i K8s EEEEIRTS

% MCP server federation + policy

Agentic app data plane / smart routing

RIES

HRE FastMCP
SDK

R /
framework

FEX schema/¥

v =FE

=43

;’f B p iz

EEM B server E

= egid]

k- s

GitHub MCP

domain server

token X RIT =

server +
GitHub token

team / repo
workflow

PrirtEs

FastMCP

GitHub MCP

Playwright MCP

kubectl MCP, {1BZ3% RBAC Fl1 2%

agentgateway

Plano

Playwright MCP

browser server

B 2R PTITIMNER

IR fF

browser runtime

ERalERibH
5

kubectl MCP

K8s server

SEERE

at

kubeconfig /
RBAC

ERAIZHA

« MCP server RIARBLZLILR; EHE. RBAC. allow-list B4MEIRIE,

- Browser/K8s/GitHub XX &SR T A MM/ XRE 5.

agentgateway /
Plano

gateway/proxy

RESMIEREHE 2%

HEmE + IEHm

% server/ %
Agent / ZFF

© % server AEHY, REil Agent BE#HFEFE token; @ agent-credential-isolation

gateway E%,

“1F MCP” REFEMN; H£F-HIEEIZR tool call. B3 &R, token FEEH#L,
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Agent Runtime Substrate

Agent runtime substrate $5&Z A E agent-like workload FIKEIZITEEE: worker/actor £ &3 FEHE. K
SRE. MEERA. DERE. REBME. HFLEEMAERE,

N A RIRAES

&4t agent-sandbox fif/R “— Agent RIFMEILLIEIT , M substrate fif/R “—Ht Agent KIFMNEIS
BE. alE. BIEREMIETT o openkruise-agents MIEX & 4H#Em K8s F &1 : A SandboxSet/Claim
& warm pool MREXHIY, A E2B API &Er~m A, F Envoy route registry 815K FE AR
sandbox, src-substrate-architecture X175 E#E# E| WorkerPool/ActorTemplate. Redis/ValKey
actor state. Envoy MEEEERER. gVisor snapshot; agentscope-runtime M{XZ framework app I Agent-
as-a-Service BIARS L ER Lo

MM BRIHRITIFER

Agent App / ReAct Loop

)
Session API / Invocation
J
Workload Manager / Router
!
Sandbox Claim / Warm Pool
\
Pod + RuntimeClass + PVC + NetworkPolicy
\)

gVisor / Kata / Container / VM

B XL

= =2 =)
agent-sandbox = sandbox primitive RERBMNE RSS2
openkruise- sandbox lifecycle SandboxSet/Claim warm pool + E2B API + Envoy route +
agents platform runtime/CSl/identity ¥ &
session
agentcube Router + WorkloadManager + WarmPool

orchestration
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= Bk ]

Substrate runtime substrate  actor/worker multiplexing + snapshot/wakeup

agentscope-
;grmp_ Agent-as-a-Service = Agentapp IRZ{VFIZRE 2R
unti

R

MNRPPELERE, & sandbox; RFIFZE Kubernetes ERY E2B-like sandbox &, &
openkruise-agents; NRAFEBEEIEIT. MEMME, & substrate; WMRAIFZIE framework app

SEMRS, & Agent-as-a-Service runtime,
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Agent Substrate 2% 51z 1T B O

J&3Z: raw/substrate-architecture-analysis.md - €F: https://github.com/agent-
substrate/substrate + 3#ThRas HEAD a3f4474

—AEE L

Agent Substrate @—MEILTE kubernetes Z FHIEZE Agent Runtime / Sandbox substrate:
Kubernetes R fa i =B R EM B KM, Actor IEIME A RA. resume/suspend. worker 73 ECFIE
HMEEE Substrate B 2 B9 Redis/ValKey $Z#lE. Envoy ext_proc router. atelet node supervisor #1
gVisor ateom worker %38,

42 agent-sandbox # agentcube ZBIEKE. EF#HN—Z: A2 “BIE—1EIRES sandbox” ,
MEiBAE idle actor multiplex E/3k/> warm worker £, i&3d golden snapshot. runtime snapshot.
DNS/router MEEEFN gVisor restore [F{RBUEIEIR, B architecture XiEBAHFRE “Much of this
architecture is aspirational” , FTAZEESMHFIHLBEIMDHE,

PZIDZRME]

Users / higher-level agent frameworks

HTTP request to <actor-id>.actors.resources.substrate.ate.dev
kubectl ate create/resume/suspend/logs

atenet router |

CoreDNS stub domain — Envoy — ext_proc |
parse actor id from host — ResumeActor(actor_id) — rewrite :authority |
to worker pod IP:80 |
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| gRPC Control API
v

ateapi control plane

Control service: CreateActor / ResumeActor / SuspendActor / De
SessionIdentity service: mint stable JWT / mTLS cert for migra
Redis/ValKey: actor:<id>, worker:<ns>:<pool>:<pod>, lock:actor
ActorWorkflow: idempotent resume/suspend steps + forward recov

leteActor
ting actor
:<id>

ery

I
| Kubernetes informers / CRD listers |

gRPC AteomHerder

v A 4
[
[ ]
| atecontroller \ | atelet DaemonSet
| | |
| WorkerPool — privileged ateom pods | | fetch verified runsc
| ActorTemplate — golden actor \ | pull images / build 0OCI
| golden actor resume — wait — suspend | | upload/download snapshots
| status.goldenSnapshot = snapshot URI | | call ateom over Unix socket
| |
| |
| gRPC Ateom
v

ateom-gvisor worker pod

privileged pod, one active actor at a time

Link-local veth: pod netns ateom0 <> actor netns eth0
nftables DNAT/MASQ compatibility bridge

runsc create/start/checkpoint/restore pause + app containers

Object storage snapshots
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checkpoint.img.zstd / pages.img.zstd / pages_meta.img.zstd |

|
| gs:// or s3:// prefix |
|
|

RIRDE

=PRSS

CRD/
public API

K8s
controller

Control
plane /DB

Node
supervisor

Sandbox
herder

Router/
DNS

o

R

\3

'~

TEX WorkerPool. ActorTemplate # actor lifecycle gRPC API; K8s CRD &FHKSHALE,
gRPC &E =M actor #21F.

2 WorkerPoo L #1k 7 privileged ateom Deployment; #8 ActorTemplate IXEAAE golden
actor — golden snapshot — Ready.

IF9MEME Control / Sessionldentity gRPC; F Redis/ValKey 7% actor/worker IRZSH1
lock; F3 workflow step 5231 resume/suspend forward recoverys

ST 5/8 worker B runsc. HE&HIEX. OCIbundle. snapshot LE %, Hi%iA
ateom,

privileged worker pod (RRY gVisor #=#4E, #1TIEH runsc create/start/
checkpoint/restore, &IE actor netns/veth/nftables,

F CoreDNS stub domain + Envoy xDS + ext_proc, 3 actor hostname %A%
ResumeActor JEF#1 worker pod IP 3%,

XN kubernetes APl RTEENE5T actor transition; WorkerPool/ActorTemplate 2FEEREE,
Actor/Worker BIETTIRZSTE Redis/ValKey, EIE runsc #2{ETE worker pod Zsiti5ef%.o

RIELIE

n

ActorTemplate £l golden snapshot

ActorTemplate CR created

|
v

atecontroller ActorTemplateReconci ler

|
v

PhaseInitial

ateapi.CreateActor(goldenActorID)
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v
status.phase = ResumeGoldenActor

|
v
ateapi.ResumeActor (goldenActorID)
| no actor snapshot + no golden snapshot
A 4
atelet.Run — ateom.RunWorkload — runsc create/start

|
v
wait 20s

|
v
ateapi.SuspendActor(goldenActorID)

|
v
atelet.Checkpoint — ateom.CheckpointWorkload — upload checkpoint files

|

v
ActorTemplate.status.goldenSnapshot = snapshot URI
ActorTemplate.status.phase = Ready

BRI EE A BK F

HTTP request
Host: <actor-id>.actors.resources.substrate.ate.dev

|
v
CoreDNS stub domain routes to atenet-router

|
v
Envoy RequestHeaders ext_proc

|
v
parseActorID(host)

|
v
singleflight ResumeActor(actor-id)

|
v
ateapi resume workf Llow
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|
— LoadActorForResume
[ AssignWorker
— CallAteletRestore / Run
— FinalizeRunning
|
v
actor.ateom_pod_ip returned
|
v
mutate :authority to <worker-ip>:80

|
v
Envoy dynamic_forward_proxy forwards request

Resume / Suspend workflow

ResumeActor (actor-id)

|
v
Acquire lock: Llock:actor:<id>

|
v
Load actor + ActorTemplate

|
v
Find existing assigned worker or random free worker

|
v
Update worker(actor_id=...) then actor(status=RESUMING, worker fields)
|
v
if actor.last_snapshot: atelet.Restore(last_snapshot)
else if template.goldenSnapshot and !boot: atelet.Restore(goldenSnapshot)
else: atelet.Run(template spec)
|
v
Update actor(status=RUNNING)

SuspendActor (actor-id)
|
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A 4
Acquire lock: Llock:actor:<id>
|
v
Load actor + ActorTemplate
|
A 4
Mark actor SUSPENDING + in_progress_snapshot
|
v
atelet.Checkpoint(snapshot URI)
|
v
Free worker, move in_progress_snapshot — last_snapshot,
clear worker fields, status=SUSPENDED

RITRREEZF

- K8s EfffSMBCE, Substrate EE4M actor JRZ: WorkerPool/ActorTemplate 2 CRD, actor/worker
iE178# N Redis/ValKey. Redis store ;3 RERHAIERES slot ABER FE#T actor #1 worker, FrlL
R EER forward recoverys

+ Golden snapshot @4 BEhf1LiR: ActorTemplate 24— golden actor, BEIEEERK
snapshot; 54 actor AJM golden snapshot k8, MAEERXEFHMIIBIL,

+ Resume/suspend XA client-driven forward recovery: &1 workflow step #EEH TR T E 5T
R, RWEREFPIREIRMEHH; 51 actor iFF lock:actor:<id> Bi[E actor F & RE,

- worker & warm capacity, A& actor &{&: WorkerPool =l privileged ateom pods V£ E ;
Actor R@BEICR, BITRAHERE worker pod.

- gVisor/runsc 2% snapshot H{T/5%: atelet a3 A runsc. OCl bundle #1 snapshot XX14;
ateom-gvisor BB1TIEH runsc BY create/start/checkpoint/restore,

- MBREETXZRATMER: HaTEMIE actor DNS MEEES1EIERK S 3 worker IP:80; ateom FJ
veth + nftables f# actor ingress/egress &%, EENEEE™HH gateway/policy &,
agentgateway —XINME SR E 4o

RIBLHFRNAEIR

ateapi ActorWorkflow

ActorWorkf low @ FI/RIS R RAEAIN Substrate IRITHEFHESD. EFREE —NAREKEGTH resume/
suspend, MEIEHEFAABNIASE: resume RRNNZL actor. 932 worker. B atelet restore/
run. &2 & running; suspend f&kRXNNEL actor. #Ric suspending. A atelet checkpoint. K

-
B

worker H1E£3Z snapshot,
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EXMFERS FRANIISELAR: actor 5 worker K7 Redis Cluster key, RAJIEEA— 1525 S HEEHE
2%; WA atelet/ateom/runsc BSMEFEIER, KWAIRERETERUE, ALt workflow XA “KEEE
ANBLBEW T—/RIEKIRBIH ML AUIREY,

atelet + ateom-gvisor

atelet A1 ateom B9 T1R;BER: atelet 2 node supervisor, 1ZUK ateapi B9 Run/Checkpoint/Restore i&
3K; ateom & worker pod ARY gVisor herder, EIE#1T runsc, atelet fas3 F&/#5E runsc. $iI OCI
image. EBFF rootfs. 4R% OCl config. &/ L& checkpoint zstd X4, ateom faZ3 8l interior
network namespace. #£1i7 veth. %% nftables. 117 runsc create/start/checkpoint/restore,

LRTEIMRIE— worker pod BB Rizf7— active actor; ateom BY mutex #1 nftables &KEIEZ1EER
EI T X—mo

EESAlicT]

+ agent-runtime-sandbox-selection-map

- agent-runtime-sandbox-project-map

- agent-sandbox

+ agentcube
« kubernetes

+ agentgateway
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Agent EHERE

ik Al Agent SEERFIESTEIR (LLM APl key / GitHub PAT / OSS AK) , & R$5— N MIFTL H
consumer key, FREIMBIAIRIERMKENEEH,

HiClaw @53 Higress Al Gateway SEILXMER, :

+ FAFRYE APl key 277 Higress RY secret B

« &1 Agent (Worker / Manager) #%3E2—1 Higress consumer + key

+ Agent il LLM / OSS / MCP server #3433id Higress, consumer key ;RTEBETH IR HILEER IR

* 1 promptinjection: BIME Agent %1%, WMEEZEIRIE R ERI4ZENET revoke BY consumer key
— MAEEREIE

AT LEE

#X skill 137 (40 skills.sh £ 80,000+ #tX{Fam) BEEMEBWROER, BURAFX—R—FHRIESE
(autogen / langgraph / crewai) it Agent B3ZFEEIE, promptinjection = EEXLE,

RIVIFAE

Agent runtime
| only has consumer key / short-Llived token
v
AI Gateway / Tool Gateway
| owns real provider keys, GitHub PAT, 0SS AK, MCP credentials
| applies authn/authz/rate limit/audit/policy
v
LLM provider / MCP server / storage / code host

KERARZE B key HEIZ—TH175" XARE, MEIERFRIARM prompt FIFZIEAT Agent HETSEIX
KiZHhm:

- Agent REEIS— endpoint MATHEE 4 ;

- BEIERE gateway/backend secret/credential provider REREH;

- route / policy / consumer ;R7E Agent BEIRIR)HILELERY, T H. bucket. repo;

- auditlog IERHIZE “B1 Agent SARTHNEES” , MAR—HEHRE APl key,
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RERT

openkr
uise-

agents

loongsu
ite-pilot

REAI
Worker / Manager R#F Higress consumer key, ES5Z

LLM / OSS / MCP ‘3= 1E M M

AgentgatewayBackend 7% provider/backend secret,
LLM/MCP/A2A 4—3E gateway policy

E2B API key storage. namespace-scoped team,
identity provider # security token propagation, 18
sandbox APl &1 5i517Et token 737

THREWSERE, BT telemetry E4—H1T content
policy / secret mask

TR

FERRHRNIZRETENMXM, MAZEX Agent BHF S /RFEK key:

BEBEEER

% Agent IMEFEHRINL S
ks

Al Gateway fEAH IREM T
HipiaizHIm

K8s sandbox platform B9 API
key / short-lived token /
runtime propagation i5%

SR sERE B RIBEFAL R

1. credential provider 2% secret manager 4 B/RIFTE S provider &3E;
2. gateway E#f backend secret 3 consumer key BR&t;
3. Agent M| R EE4 4 E 2 A consumer key, HEUR—NEHA token;

4. |8 consumer key AJ#Z Agent. Team. workspace ££fZ revoke;

5. audit log FAF#IAIR key FE#ER.

HiClaw BY RefreshCredentials BB FXMEIN: Worker B21R7E,

o

I =R i

FIEREIEXRM “B1 Agent EFJREMEEE key” SN “WMAXRBRETLR” . FERLE:

- XS0, BRRE Agent HOMKFE Pod;
+ RBAC / namespace / consumer policy 73/&, #%—1> consumer key I5R1 £ EBEEST;
- secret manager 3 KMS 1 EEEIRE, WHREASCERE,

- access log + anomaly detection, ZIMEE TRFERNIREFER,;

B SLEAER STS AXPRAITEIMERR

* break-glass #l#ll, MXAr]FARTBAFAMILERES) RITFER, MRLLXIN fail-closeds
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SihfhigitRNAYIX &R

XK ai-agent-plugin-patterns Y “T@ENRRIAFR” 1 “DhiSGEELLRE” © $EMHF. skilll MCP server
ALY B Agent 8877, EFRNIBESLEIEBEZBEEL Agent prompt 3¢5 = HEHIE,
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agent-sandbox ZE¥ 51z it B8 o

[F32: raw/agent-sandbox-architecture-analysis.md - €%: kubernetes-sigs/agent-
sandbox * %3#7hR7s v0.4.5+11 (HEAD e1d8898)

—AEE L

kubernetes-sigs/agent-sandbox & K8s SIG Apps B EXEI Sandbox CRD 5 controller, 18 Al Agent
runtime BEM" K&, BRE. B THE. BRESND " NEBESEEME L K HFE—Ib
Deployment (FEKZSEIZ) #0 StatefulSet (455 Pod) #EFEHE, ZOFEL: 14 Sandbox CR=1 Pod
+1 4 headless Service + A PVC + AJi% Temp late/Claim/WarmPool =4E, BREMHI (gVisor/Kata/
NetworkPolicy) FeeZItLAIRAE K8s [RiE, controller R4 dn A HA%RHE.

D ZRIE]
| FAF / Al Agent 72 |
| |
| kubectl YAML W Go SDK (clients/go) W Python SDK \
| |
|
[

| | |

V¥ (apply) V¥ (RPC / kubectl exec) W
| Kubernetes API Server |
| |
| Group: agents.x-k8s.io/vlalphal Group: extensions.agents... |
|
: |
| | Sandbox (CR) | <— owns | SandboxClaim
(CR) | |
| | \ (user-friendly) | |
| | Spec: | <—— owns (pre-warm) — | |
| | PodTemplate |
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VolumeClaim... | | references
ShutdownT ime | |

| ShutdownPolicy | | SandboxWarmPool | v
| Replicas (0]|1) | | Spec: |
[ ] |
| ! ' | Replicas: N | |
SandboxTemplate | |
| | | TemplateRef | ——— | Spec:
|
| | | UpdateStrategy | | PodTemplate
|

VolumeClaim. ..

L | |

owns | NetworkPolicy |
N Sandbox | EnvVarsPolicy

(pre-warmed Sandboxes ZEf&# Claim 4MFF)

| watch + reconcile

v

agent-sandbox-controller (cmd/agent-sandbox-controller)

| |

SandboxReconci ler (always) |
+ SandboxClaimReconciler  (--extensions=true) |
+ SandboxTemplateReconciler 17

+ SandboxWarmPooLReconciler 1

+ SimpleSandboxQueue (per-template FIFO 0(1) adopt) |

| creates / owns
v
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| Kubelet T2 |

Pod (1:1 per Sandbox) | <— | Service (ClusterIP=None, headless) | |

| | = {sandbox}.

{ns}.svc.cluster. local | |

container |

runtimeClassName: | |

gvisor / kata | =—f | PVC: {tplname}-{sandboxname} | |
/ runc | | (A TEE, Sandbox BEFE) | |

| NetworkPolicy (Template-shared) | |
| BRiA deny + {UKITAM egress | |
| (deny RFC1918 + metadata server) | |

RIRDE

E

CRD &
X=E
Reconci
ler B
iB1TRY
X

AAOZ
il

H

H/\

\9

<

4 4~ CRD B9 Go 258! + kubebuilder #57E — controller-gen B4R YAML, Spec/Status
BN API 2244,

controller-runtime X#&89 4 ™ reconciler, watch + owns + &% reconcile, Claim/
WarmPool/Template i@ --extensions=true Fx/EH,

#u3tBYiE] + TTL I HAITE. Prometheus 1545, per-template-hash B9 FIFO siF=PA%! (O(1)
WarmPool adopt) o

B8 T3l agent-sandbox-controller, flags =l extensions FF3%. leader election. #%
FE. OTel tracing. pprof,
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el

Bl

H/\

<

Client  Go/Python /#RAE K8s clientseto Go SDK 22 exec. XHfZ4i. gateway . BER
SDK FEN——%4 Al Agent runtime 8 Sandbox

Helm chart (CRDs/RBAC / Deployment / metrics Service) +E2df9 k8s/crds/ 4AF T

e kubectl applys

ANIES 17 4~ examples/: hello-world / kata-gke / openclaw / hermes / langchain / jupyter /
£/ vscode / chrome / HPA / Kueue / Ciliumo "i%5 examples si=R"s

PEXBLAR: api/ 5 extensions/api/ 2 K8s APl server EIZiERIHL), TREXRBEMI; internal/ ™
¥FE; controllers/ R4 import extensions/ (FZIOVRE. ¥ RBEHMILRA)

R

t=0 FBF kubectl apply Sandbox 5% SandboxClaim

|
v

| apiserver W% CR |

[
| watch event

v

]
Reconci le(sandbox) — controllers/sandbox_controller.go |

— checkSandboxExpiry (Line 1003) |
— reconci lePVCs (Line 853) — BI3& PVC |
— reconci lePod (Lline 531) |

|

|

|

|

| — 4054 SandboxPodNameAnnotation: |
| | — E"warm pool $MF"HZ, EAME Pod |
| L— ZM| Create Pod {sandbox.Name} |

|  — reconcileService (line 398) — Iz |
| L— headless Service (ClusterIP=None) |

| F— % Conditions (Ready/Finished) |

| — Update Status + requeueAfter(min(timeLeft, 2s)) |
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|
Pod 23k — A28 Agent runtime (OpenClaw/Hermes/...)
|
AI Agent #F2 <—— SDK (gateway/tunnel/exec) |« 9MEB caller
(£ gVisor / Kata RiETT, BENNIZERSE) |

|
| t = ShutdownTime (Z3IAtiE])
v

]
hand leSandboxExpiry (line 922) |

|

| — ShutdownPolicy=Retain (default): fl Pod+Svc, |
| | {#%8 Sandbox CR (status & expired) |
| — ShutdownPolicy=Delete: & Sandbox tiffii= |

SandboxClaim R/I128& &

user kubectl apply SandboxClaim

|
v
SandboxClaimReconci ler.getOrCreateSandbox (sandboxclaim_controller.go:320)
|
= [1RE&12] adoptSandboxFromCandidates (Lline 719)
query SimpleSandboxQueue[templateHash]
#HE 1 4 WarmPool BEFEZERY Sandbox
— patch: ;&3 WarmPool BY OwnerReference
L— patch: 8 Claim &A% owner = 0 BEHEER

|
|
|
|
|
L—» [12#&12] createSandbox (line 385)
%3%El / WarmPoolPolicy=none / BEX env (ER warmpool RFER)
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— 3% SandboxTemplate

— &4 PodTemplate + VolumeClaimTemplates
— SN claim B9ZRS env / Labels

— SetControllerReference(claim, sandbox)

L— Create Sandbox (R = Pod ABEhIEE (FV4R)

RITRREEF

- A 4AFREF Deployment / StatefulSet: Al Agent runtime BE A& Deployment BB TSRS A Bl 2s
(Agent BRIERE) , A& StatefulSet BIFFERSEF (81 sandbox BIRIZAF LR o
FEMR "1 stable identity + IFATERE + FIAEHES + ATEERAIE "R LFHENX —Pet #ER
E=REEMNEYT, BRBEHA Al Agent runtime 28 E M. replicas: 0|1 3B8FILRME HIZ =
scaleto 0. & = scale to 1"i& X HIE&EH,

. [RENEILEBEFIRE K8s [RiB: controller RRFIEAIMREFEL——gVisor / Kata /
securityContext / serviceAccount / seccomp £ F1ES Y PodTemp late. Spec B, FEHFERE,
controller ME—32FE NI (1) headless Service 3&&IFE DNS (% sandbox A RER BERES
) , (2) Template ZkBIERIA NetworkPolicy (deny RFC1918 AWM + deny =IT#iEARSS) - X
Fh"#1%IER K8s 1R, RESHAFHNE"MS T, iLEHEFES GKE Kata. EKS Firecracker, Zsith
gVisor EAIfREEEE, X£5 Al Agent IMEIRITRN B "RERIENEG. FEHLH " TE2ME

« WarmPool + OwnerReference ##% LI ~0 FehiEiR: B4l Sandbox /2 Bohi€ (8R&HIEX + Kata/
gVisor AR BIE+F0) o WarmPool 437 N 4 pre-warmed Sandbox, Claim &7 REHE
Pod, 21l Ready B9 Pod 2X)3/E#&E. SimpleSandboxQueue 2 per-template-hash YRR 2
FIFO, O(1) #f&i%, sandboxclaim_pod_exclusivity_test.go XX & B A MR handoff [
LEERE"1 1 Sandbox Xf 2 > Pod / 4R Pod" B3,

- BB NetworkPolicy MIERR T firewalling: Template k%! EH Managed/Unmanaged, Managed 2k
INFLZ™HE deny—BAH#EIE"Al Agent HIFE PN B BIA IR AR IR] + =TCERdRIA R i
BRARFZAR, MABXIEERNRIELH,

+ PVC 7% Sandbox #5J owned: Sandbox &Rt PVC REREEEUR, REAFIE—"$IEERE
H + TEAEEGRAER" MR T E—3&it, KN L PVC EEBIINFEERR,

- #EXEFE) ShutdownTime, FTOBKEEL: expiry BFBARMN, BFIREKESILES) patch
shutdownTime, controller 2" MTE = shutdownTime FiFIE"HIFIMT. BTk server isiR" Bk
OB E])"BPORTS, BERNEREF mER TS,

- CRD validation 3E webhook: &% admission webhook, %% OpenAPI v3 schema validation
+ controller ®% reconcile, ‘b— M = D—PNikPE S —B1E SIG-style BY"fE A"
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A RNRIE
SandboxReconciler =P E&EF &R reconcile

Reconcile() ERTBNIERERAETESR, METEF=LKERE—INE: reconcilePVCs —

reconci lePod — reconci leService, E—#3NEPABZ "Get — Create or Adopt or Validate ownership —
Patch labels/annotations" =&\, Service —E & headless (ClusterIP: None) , selector F8
agents.x-k8s. io/sandbox-name-hash=<hash> (hash B1E sandbox & id Kftfil K8s label 63 FHF EFR) o
XSS Sandbox Bz DNS Arecord: {sandbox}.{ns}.svc.{clusterDomain}——F{} Sandbox "#=
E S5 BB ST IR,

requeueAfter = max(timeLeft, 2s) @ MEREBREN/NAT . BLEGTAEIFTTIE apiserver, XARIEEIE
T HAM Sandbox ERTHGEIE, FMKH informer event,

SandboxClaimReconciler B9 adoption 1Y

X2 extensions FRAARZEEEBMMNRE, ~60175EIMT "WarmPool — Claim BIFrENHLERE":

1. M SimpleSandboxQueue ZEIfZEi%& Sandbox & (2 Ready #) ;

2. RIB patch: A3 OptimisticLockErrorMsg resourceVersion R, B&EHE N FH % Claim #£E—1
Sandbox;

3. &8 WarmPool fRiRFR%E;

4. OwnerReferences E#ft: P& WarmPool 89 controller ref, 1 Claim B9 controller ref— 542
WarmPool A= BEREMIX 4 Sandbox;

5. Claim status i@ AdoptedSandboxName, & reconcile ZE short-circuit,

IREALEZ 4+5WIRF (F—1 patchiEKE) . XFhZ sandboxclaim_pod_exclusivity_test.go
TIPNAZE,

SE%

38 K

WS agent-sandbox HiClaw =R K8s

Deployment
MAE (Manager + BihighE (TIRES
=7 i&HE (Sandbox [RiE
HRER EAtighE (Sandbox [RiE) Workers HE) 212%)
BIHI+IZE _ A (Worker z ja)ii@id
v ZICM& T iRy
PN M (ziagitBin) Matrix Ei5]) X
Rk (MinlO + PVC) X

X (& sandbox, % sandbox

% Agent 4g#
% hgent fi Elu=)

(Team/Manager CRD) X
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38 K8s

H®E agent-sandbox HiClaw
Deployment
WarmPool it
o ’ X X
. . . . L BURTF
PRE ML ZHE K8s (gVisor/Kata Eik) Higress MX + E1ERE _
runtimeClass
B K8s SIG Apps B At B[ 28 Higress HIBAFFIR K8s core

EfI41L: agent-sandbox 5 HiClaw E#ARFE S, giERM"LLE1T 1 MERE Agent B2 "HIEMIE
i, EERME"E N Agent tHE + IM Fi + EIENX"HEAR. Eit Lk HiClaw B Worker runtime 58
2 A LITE agent-sandbox Z E——— A Sandbox #ifREKEE, —F Worker CRD i LB, X4
NRERTREESHREES,

EE Sl

- HiClaw — R/ AAE % Agent IMEF A (54TEEH)

+ k8s-operator — Z&IN BFTE{ER controller pattern

- declarative-agent-management — FJ K8s CRD EHATVEIE Al Agent EY5 7418

- agent-credential-isolation — EEZEZ I IHER (HiClaw B, ATIEFEEZLE)
- ai-agent-plugin-patterns — Al Agent JMEH9 9 Zi&i+EM
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AgentCube

AgentCube 32 Volcano X[ Al Agent / Code Interpreter B9 Kubernetes RERIERHIE. EAERE
f agent-sandbox, METE agent-sandbox B Sandbox / SandboxClaim / SandboxTemp late /
SandboxWarmPool Z £, #r ERER=IE. HTTP AO. XEZH1T APl SDK NOF4 & B EAEIUL,

JFANZEF DL src-agentcube-architecture,

RIEFR

- € volcano-sh/agentcube

- HF0ZE: GitHub APl £/~ main i push 2026-06-12, E% tagv0.1.0

- A wiki Z2¥9 3 MfrhRk4s: HEAD 208da32 (2026-06-01)

- PYER: BEM Proposal # NFHA release, {8 API{5E#& Lis agent-sandbox /& #IFEZ50
- FEES: Go1.24.4, 1R github.com/volcano-sh/agentcube

« MZOMKRH: sigs.k8s.io/agent-sandbox v0.1.1 (&7 main #Y go.mod {/3%01tk)

+ 24~ AgentCube CRD: AgentRuntime 5 CodeInterpreter

- FEHMH: Router. WorkloadManager. PicoD. Redis /ValKey session registry

ZRMITEAL

AgentCube 18 agent-sandbox HIRRIZTTHRIEBEM BT Al AR IERE

- AgentRuntime EIMKHAETTHY Agent BRSS, 75BA targetPort. PodTemplate 0 session timeout,

+ CodeInterpreter EMUEBHITIIES S, ABARITIRR. IwO. session timeout. RAXRIERY
. warm pool FEFERUNER

+ Router 2B FmE, 1RHE x-agentcube-session-id Zif] Redis / ValKey, BiERRERIEZIEEE
8y Sandbox, HEREA WorkloadManager glI## session,

- WorkloadManager Z2#=# &, 16l Sandbox 2% SandboxClaim, ZF Ready. ff entrypoint
TCP probe. B\ session BREFHHI1T GCo

* PicoD @52 HTTP daemon, 12t /api/execute 5 /api/files, F3 Router &&8Y JWT f#ifa)iE
#il, BRES SSH #EANRSS

5 agent-sandbox B9 &

AgentCube EA T agent-sandbox FIFEE. Pod 4 apEHAR] WarmPool 8871, EBEENIREIEESE API
[aE:

- RBohEgTE: AgentRuntime / CodeInterpreter -> WorkloadManager -> Sandbox -> Pod,

- FAERTR: CodeInterpreter.warmPoolSize -> SandboxTemplate + SandboxWarmPool -> B /RiER IR
SandboxClaim -> ¢HEXFHH Sandbox,
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- XIEKTR: Router M session registry 4 sessionId -> endpoint, EEIERFEE K8s
reconcile, MEHEIZEIES PicoD = Agent RS,

XN EiL agent-sandbox AT X", BRES. JEIUKAVELFIREE", AgentCube MH"BFiA
RIMI TR — ] E Y Al / Code session's

agent-sandbox AP #& 4

AgentCube HETE 4% v0.1.0, 1B{N#&# sigs.k8s.io/agent-sandbox v0.1.1, XEKETH LI agent-
sandbox v0.4.6/v0.5.0rcl Z[B]P]RETFTE API BTN :

- SandboxTemp Late / SandboxWarmPoo L = B T BETE EI&ACHTAR AN rolling update / backend f##8;

« claim / warm pool 89 status #1 owner reference iIEX A gE L1k ;

« router/session registry f&#ft Sandbox Ready. endpoint. port FREFEL, ARNEF=[EYT;

+ AgentCube B9 CodeInterpreter.warmPoolSize Z3F agent-sandbox WarmPool 19 b Eii3E, LifF
APl B EiERMX—INEE,

7B |, AgentCube HENEE1EN “agent-sandbox EERA API” BiZIHEE; £=RARIMNALRIEE
S5 BER L B4R agent-sandbox kg7,

Codelnterpreter warm pool i&XBt%

Client request
|  POST /sessions or /execute
v
AgentCube Router
| check x-agentcube-session-id
| miss — ask WorkloadManager
v
Work LoadManager
CodeInterpreter.warmPoolSize > 0 ?

create SandboxClaim

|
v

|

|

— warm path:
|

|

|

| agent-sandbox controller assigns prewarmed Sandbox
|

L— cold path:

create Sandbox directly from template

|
v
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wait Sandbox Ready + entrypoint TCP probe

|
v
write sessionId — endpoint into Redis / ValKey

|
v
Router reverse proxy — PicoD "/api/execute’ / “/api/files’

X ERFRIESIMIERFMESA K8s reconcile 9FF: BIR miss BEEFHIENAN, FLEE— session HiZH
Router & registry #CIE %] PicoD.
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AgentCube Z21 5151t B R 7717

JR3Z: raw/agentcube-architecture-analysis.md « F: https://github.com/volcano-sh/
agentcube - 3#fhiR4s HEAD 208da32 (2026-06-01)

—AEE L

volcano-sh/agentcube 2 Volcano #t XA Al Agent / Code Interpreter T{Ef1ZH] serverless session
orchestration layer: 2 AgentRuntime / CodeInterpreter f-> CRD FiX"AJ#%IARAY agent/runtime

agent-sandbox B Sandbox / SandboxClaim / SandboxTemp late / SandboxWarmPoo |l SREIF 622 PR S H1TIF

%,

T agent-sandbox FEREFX R, MEEBPHHN ETEXSR: agent-sandbox ##ft"—MaE. BR
. AT/ EI4RENRY Sandbox JRIB", AgentCube iBXNRIBBER"F & ERE@ET HTTP/SDK AR/
AgentRuntime / Codelnterpreter &iEMRSS "o

EANE A
| Client / SDK / AI Framework |
| |
| Python SDK LangChain DeepAgents Dify Plugin curl |
| CodeInterpreter  AgentcubeSandbox Tool Provider HTTP |
[
T T

| | |

| invocation HTTP | x-agentcube-session-id |

v v v

AgentCube Router (data plane) |

Gin + ReverseProxy + h2c |
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| /v1l/namespaces/{ns}/agent-runtimes/{name}/invocations/*path |
| /vl/namespaces/{ns}/code-interpreters/{name}/invocations/*path |

|
| session exists? no session header |
| | | |
| v v |
| Redis / ValKey - SessionManager calls WorkloadManager
|
| session:{id} POST /v1/{agent-runtime|code-interpreter} |
|
[
J
| |
| reverse proxy + Router-signed JWT | create/delete
v \ 4
[
[ ]
| Running Sandbox Pod \ | WorkloadManager (control plane) |
| | | |
| Agent container or PicoD daemon \ | informer cache |
|

| - |
typed listers |
| | PicoD: /api/execute /api/files | | | sandbox ready watchers |
| | verifies PICOD_AUTH PUBLIC KEY | | | Redis placeholder/update |
| L |
idle + max TTL GC |
|

| creates / claims
v

agent-sandbox substrate |

AgentRuntime path: \
AgentCube AgentRuntime — agents.x-k8s.io/Sandbox — Pod

CodeInterpreter cold path: \
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CodeInterpreter — agents.x-k8s.io/Sandbox — PicoD Pod |

CodeInterpreter warm path: \
CodeInterpreter — SandboxTemplate + SandboxWarmPool |

—» SandboxClaim — pre-warmed Sandbox adoption |

RIRDE

=YREES

AgentCube
APl &

HREm
Router

EHlm
WorkloadM
anager

Sandbox A
runtime

REFEE
Z2551%
SDK / 5%

ZBES E2E

2l

R

Al

TE X AgentRuntime / CodeInterpreter B EMAF Y CRD, HiE{RE5TE PodSpec, 5
ZUWLSH AL image/resources/runtimeClass/authMode/warmPoolSize,

F5E invocation API, #% x-agentcube-session-id i session affinity; & session B
F3 WorkloadManager €12, 5 session BYZ& Redis/ValKey; f&xERFAIEE] sandbox
endpoint,

33 AgentCube CRD, #3i& agent-sandbox CR, ¥ Sandbox Ready, iRl
entrypoint, E session store, HEHM GC.

PicoD FB32& HTTP API &4 SSH: #iTm<. L&/ TH/5IXH. workspace path
jaile JWT 3&3E. 32MB body limit.

Redis / ValKey 3% ; session:{id} 7% SandboxInfo, #“ sorted set £331ZR5|
ExpiresAt #1 LastActivityAt,

Router—PicoD A RS256 JWT; Router—WorkloadManager AJF SA token 3% SPIFFE/
mTLS; mTLS XH3E/RERIRE SPIRE / cert-manager / 7 Secret,

Python SDK. LangChain Deep Agents backend. Dify plugin. kubectl Xi#& CLI, 3@
[&RfZ session APl B8R FF A &%,

Helm %% Router/WorkloadManager/CRDs/SPIRE; E2E #Z&z= Codelnterpreter.
WarmPool. agent-sandbox ZZEF] session A& EHR,
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KEREIREM
T session BYERIE

Client / SDK
|
| POST /vl/namespaces/default/code-interpreters/my-interpreter/invocations/api/
execute
| (no x-agentcube-session-id)
v
AgentCube Router
|
I SessionManager .GetSandboxBySession(sessionID="")
| |
| v
| WorkloadManager POST /v1/code-interpreter
| |
| — informer lister j%EX CodeInterpreter CR
| — 4R% sessionID + sandboxName
| — 408 warmPoolSize > 0:
| | create extensions.agents.x-k8s.io/SandboxClaim
| — B
|
|

create agents.x-k8s.io/Sandbox

v
Work loadManager Z5fF Sandbox Ready
|
I WatchSandboxOnce(namespace, sandboxName)
— agent-sandbox controller BI%/4M7 Pod
I WorkloadManager EX PodIP
— TCP probe sandbox entrypoints
L— Redis/ValKey UpdateSandbox(sessionID -> SandboxInfo)
|
v
Router reverse proxy
|
— EIRITEZ pathPrefix BY entrypoint
F— &A% 5 9%h RS256 JWT: {"session_id": "..."}
—— Authorization: Bearer <router-signed-jwt>
— #%7%| PicoD / agent runtime
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Codelnterpreter WarmPool &1

kubectl apply CodeInterpreter(warmPoolSize: 2)

|
v
CodeInterpreterReconci ler

|
I ensure SandboxTemplate(name = CodeInterpreter.name)
| — convert CodelInterpreterSandboxTemplate -> agent-sandbox PodTemplate

L— ensure SandboxWarmPool(name = CodeInterpreter.name, replicas = 2)

|
v
agent-sandbox extension controllers

— keep N ready Sandboxes waiting for adoption

first invocation

|
v
Work loadManager bui ldSandboxByCodeInterpreter

|
— create SandboxClaim(templateRef = CodeInterpreter.name)

I entry.Kind = SandboxClaim
L— store session placeholder

|
v
agent-sandbox SandboxClaimReconci ler

|

I pick ready Sandbox from WarmPool
— transfer ownerReference to Claim
L— annotate SandboxPodName

|
v
Work loadManager sees Sandbox Ready -> PodIP -> entrypoints -> session store

ITRREEZF

- 1B agent-sandbox 2 substrate, REF LI Sandbox controller: go.mod Bk sigs.k8s.io/
agent-sandbox v0.1.1, WorkloadManager #3Ji& agents.x-k8s. io/Sandbox &I
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extensions.agents.x-k8s.io/SandboxClaim, AgentCube BE Al Pod reconcile 87, &iE
session API. E&FH. GC. SDK &Ko

- 7 CRD XfRZZE Al workload: AgentRuntime 72iF5E% PodSpec, E&EKRIE agent. volume.
credential. sidecar; CodeInterpreter U8&fA% image/resources/runtimeClass/authMode/
warmPoolSize, EEMITAENEHIE, BELLRE Codelnterpreter —F 2 warmPoolSize, E7
code interpreter BEERL BEHIER,

* Router / WorkloadManager 73 E: Router @& M#HEE, 15T session header. kAR, &
RILECAIH LRSI, WorkloadManager @R4fizHIE, £33 kubernetes AP, informer.
Sandbox €lI## GC, X#¥ Router AJLUKFY B, IREHH Redis/ValKey, MAEBIBEKIEELHISE
7£ controller #F2MHA,

. BI32%E placeholder, B% Ready, B update store: WorkloadManager 7EEIF 832 K8s &iEHI
4% StoreSandbox placeholder, 2IKBY rollback K8s & JRH store, AYINERIR 7% Ready. EZ|
PodIP. 3 TCP probe entrypoint 5718 store B ARIERHRE S

* PicoD A HTTP + JWT &4 SSH: PicoD 2 sandbox A& ERHITE, POST /api/execute HiT8p
%, Japi/files iXi21E, LU EALMNER"ZEFRinfATAE R /Ei#E] "Router 58 RSA FA
$A. PicoD #%3& Router 258" M9IEAY . Router 83 picod-router-identity Secret,
WorkloadManager M Secret 287% public key, ¥\ PICOD_AUTH_PUBLIC_KEY, iXP%{f SDK E%¢
FE, B4k Router LA FE RIS EILR,

« mTLS ErkigoR, AREMRIERERZ: pkg/mtls THRFXHHANINEIEF SPIFFE ID #R38, Helm AJ
LUEd SPIRE sidecar 4 Router / WorkloadManager 7\ SVID, Router—WorkloadManager 7]
mTLS, Router—PicoD HaIIEEE JWT, LUBREMERTE sandbox BY TLS #EF A4,

5 agent-sandbox B & AT

HE agent-sandbox AgentCube

EAISHEERIE: Sandbox / SandboxClaim/ FmitSIER: AgentRuntime /

HRE
= SandboxTemp late / SandboxWarmPoo L CodeInterpreter + Router + SDK

RN kubectl apply Sandbox/SandboxClaim3  HTTP invocation APIl. Python SDK.

] SDK E1#%% Sandbox LangChain/Dify/CLI

@ 11 Sandbox=1MEWREEE Pod, AJ&E 1 session =1 Sandbox, Hifll session

HIEX 1F/hE/3HA header. activity. TTL. GC

Warm ) _ CodeInterpreter.spec.warmPoolSize JXEhHENFE
12t WarmPool # Claim adoption #1#

Pool P Template/WarmPool, & XIARBEIE Claim

Router #8#& SandboxInfo.EntryPoints & [E1

headless Service / Pod #lAlE_ERIRTE
% eadless Service / Pod ifRIH_EBRE 123 PodIP:port
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HE agent-sandbox AgentCube

REF Redis/ValKey session registry, & Router &

‘ K8s API / Status dis/Valkey BISTY> 55 A

fii H=

FRESER  Z+E K8s runtimeClassName / £ CRD 1R £ 58 runtimeClassName /

B& NetworkPolicy / securityContext resources, #XIA image BJEE PicoD

zeHW . Router JWT. ®I3% WorkloadManager auth.
E1THRRES K8s [RiE . &

7 A% SPIFFE/mTLS

HEEERIRR A ABEER -

Developer API / SDK

|
v
AgentCube CRD + Router session API

|
v
Work loadManager translates AgentCube intent

|
v
agent-sandbox CRDs own Llifecycle mechanics

|
v
Kubernetes Pod / RuntimeClass / NetworkPolicy / Service

REBIIZITINGER: AgentCube ;ZEIL"Al Agent F& "B — M AEEEE, ML Al Agent WiE
MITHRIEAIE XN agent-sandbox £, FREAIARELA & agent-sandbox B gVisor/Kata/NetworkPolicy/
WarmPool /1, _EEN%NFT HTTP/API/SDK/Redis session registry X4 agent W B IFEEHI AP,

RIBLHFRNAEIR

WorkloadManager: M AgentCube CRD %l agent-sandbox CRD

TZOVERHETE pkg/work Loadmanager /work Load_bui Lder.go. buildSandboxByAgentRuntime 52EX
AgentRuntime, E%l spec.podTemplate.spec, YI—1L= runtimeClassName, A% sessionID FFENEER
sandboxName, #A/S13iE agent-sandbox #J Sandbox, XFERFTESEREAF M PodSpec, E&EH
agent runtime,

bui ldSandboxByCodeInterpreter E%(]: S£i0Z authMode=picod B public key BB EEE, RENEE
ports B Codelnterpreter FXiA%h / + 8080/HTTP, IR warmPoolSize > 0, EFREIZEIETE Sandbox,
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2 8l% SandboxClaim(templateRef = codeInterpreterName); #15;&%E WarmPool, M#&H PicoD
image/env/resources BIE# Sandbox.

N 5EHES

- INB1{’TE alpha / proposal F release B3 EHRA: README £ F Early Design, release X145
v0.1.0, FEEHmBZMEHERT, tbil AgentRuntime.spec.targetPort vs
CodeInterpreter.spec.ports, podTemplate vs template,

* Router B&{EEiAR: Ll Router #5 PicoD FAAHBEAE( session EHITIER. HEL" B
FAAFREAH", XERZ A, BES Router auth, mTLS. RBAC. FHit3k#hag,

- WorkloadManager Bai&EfMERSR: BEE HTTP control plane, X controller-runtime
manager 1 GC, MIELK/FAIRERIFAL APl server / reconciler / GC =P ERE T,

- agent-sandbox hRZARE : &K#iv0.1.1, M2 wiki ZFI9HEIZE v0.4.5+11, AgentCube HRITPIE
B9 AP| o] BEEEERFE agent-sandbox 54 vlalphal /&,

EE Sl

+ agent-sandbox

+ kubernetes
- declarative-agent-management

+ agent-credential-isolation
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AgentScope

AgentScope 2.0 2EBE4EFZ Agent Y Python 1228, TiE Agent #IEMEIF. #&E provider. T
B /mcp/skill. workspace. PR, AZEHIA. K1ESS offload # FastAPI BRSZEIFREFIASHIFR S A
. 3#I src-agentscope-architecture,

ZRFIA TR
AgentScope BIRZIOIIMYE Agent.reply_stream() FH7R, MARRREIRAEAX L, EEEESH.

thinking. tool call. toolresult. HHIAIEKFIMEBHRITERESFH N AgentEvent / Msg, Xit SDK. SSE.
EFiEM R UHZR—ERITIEX,

Xt

- Agent FERFEEL, toolkit. workspace. permission #1 middleware #%,
* ReAct loop 8 “ERFALHINIMIRIT (FA—FERE, AIUEEEMRE,
+ Workspace @ TEZRRM L FXIMNGEBF, Al Local / Docker / E2B,

- BT AL offload BIfa G, THREBIBERENGEE reasoning,

- BRZ3/2F FastAPI / SessionManager / storage 8 agent app ZFHF 1k,

ity

FEE % Agent MAMBRS X agent app B E AgentScope, FERMICIZAHE ReMe 3 mem0; FE
Kubernetes iz1TBYE8EF agentscope-runtime; FE5®: sandbox fEE&E agent-sandbox / openshell,
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AgentScope Runtime

AgentScope £EHIE =1L Agent-as-a-Service runtime, 18 AgentApp. Runner. protocol adapters.
sandbox manager 1 K8s/serverless deployers tH&i#2#, #0 src-agentscope-runtime-architecture,

ZRMIA S

ERTE framework app 547 runtime Z[8]: Lk agent-sandbox £ L2, tb5E% managed teammate =
MEKE. €F README Bi2/REESIFH AN AgentScope 2.0, FIUEESEAZEMTERESE,

AgentApp HITRIZ

AgentApp / Agent definition
\J
Runner: session + event loop
J
Protocol Adapter: HTTP / SSE / RPC
\J
Workspace / Tool / MCP
J
Sandbox Manager 3% K8s/Serverless Deployer
\J

AgentEvent / stream / persistence

ity

- EI8fi# AgentScope app fNfEIARSS K : & AgentScope Runtime,
- EIBfKEALE/VFEMRE: & agent-sandbox 1 agent-runtime-substrate,
- BIBfRZ Agent MEFSRIE: & agentcube. HiClaw. Multica 2£I1H,
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AgentScope Runtime ZR5 5% 1+ BER 7517

agentscope-ai/agentscope-runtime & AgentScope 4738 framework app B34 API/runtime B9
JEE: AgentApp(FastAPI) £E& streaming endpoint, Runner £i— agent handler &3 E#A, deployers
1B, Kubernetes. Knative/FC FFRHSR A AIEREARSS, sandbox manager 42 T RIFBRMIREER
A0, README ERMAIRRIXEELRENBEFH N AgentScope 2.0, BEEIREF runtime i&itE%,

PZIDZRIE

AgentScope app / other framework app

]
user handler: init / query / shutdown, stream messages, tools, session state |

T

| AgentApp(FastAPI) \
| routes / OpenAPI / SSE + A2A / AG-UI / Response API adapters - interrupt svc |

| Runner
| framework adapters + stream_query < tracing - DeployManager integration |

| v
| v

sandbox manager / clients | | deployers |

docker/gVisor/K8s/Knative/FC | | local - Kubernetes < Kruise + Knative + FC |
|
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RIRD =

E/Bx =t

src/agentscope_runtime/ AgentApp E1E4K 7 FastAPI, £133 endpoint. OpenAPlschema JFA.
engine/app/agent_app.py protocol adapters. 9% interrupt service F17[a]f4,

src/agentscope_runtime/ ZOH1TES, B query_handler/init_handler/shutdown_handler, 38
engine/runner.py handler HitH4t—RX streaming event,

8 runtime ¥5% %! local. Kubernetes. Knative. Kruise. FC.

engine/deployers/™* ModelStudio FIFIR

sandbox/** + common/ sandbox registry. manager server. workspace/storage mixin, LA
container_clients/** docker/gVisor/K8s/Knative/FC client,

REEHER

1. 3&R#N /process 5% A2A/Response API adapter, AgentApp RE51LAL AgentRequest, 3544
Runner.stream_query,

2. Runner % framework type #1 health, BiERRAFEME query handler; FEF. FH.
generator. async generator ¥itHEBE B — stream,

3. TRiAMA@EE adapter 5% runtime tool; FEFEATIE sandbox client/manager, manager B%&
Z| Docker. gVisor. K8s. serverless &2

Bt

- 8 Agent app Al FastAPI 72, MA IS RPCAESE, 3K OpenAPl. Fhialff. £HABRMNES
BB

- protocol adapter @M%, Runner @MA1%; A2A/AG-Ul/Response API A LAH 1o

- sandbox #1 deployer & : BIEXIETHIARRE, EELIEE agent service WAIETT,

X EEE L

0 src-agentscope-architecture #8tt, B E agent RIEHESS, MRS L/PE/fREF; # agent-
sandbox #8tb, B©AIE workload #E#ERL K8s CRD, TETE Python runtime AEPRE Agent-as-a-
Service; #1 Agent Substrate #8Lt, BREA runtime, RHZZE actor/worker multiplexing,

EESHEEE

+ GitHub HFPRZSERR: src-github-stars-backlog-current-state
- EBIMIE]: github-stars-backlog-implementation-map
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AgentScope ZRM 5ig1T B

J&3: raw/agentscope-architecture-analysis.md < ©F: agentscope-ai/agentscope * 731
hkZs main HEAD 129177 (2026-06-01)

—AEE L

AgentScope 2.0 E— M EMEF % Agent RZFRY Python #222: E1E Agent #IE{EIF. #REY provider.
TH /mcp/skill. workspace. tXfR. AZEHIA. K1ESS offload # FastAPI BRSZEIRAAIASH RIS A
o SENZOARREESHEDSL, L Agent.reply_stream() AFCHIEMT, I8 ReAct ITIZHAVIRE!
Hith. toolcall. toolresult. HINERMIMEINITERF—IZIERR ATRFA KBY AgentEvent / Msgo

PSR E]

| User / App surface |
| Python SDK: Agent.reply()/reply_stream() - FastAPI app - scheduled triggers |

| Msg / AgentEvent stream
v

Agent core (src/agentscope/agent) |
AgentState - ContextConfig < ReActConfig < PermissionEngine |
reply loop: observe input — reason — act — persist context — repeat |

|
Toolkit / tool layer
Toolkit, ToolBase
builtin tools, MCP tools
skill viewer, tool groups

Model Llayer
ChatMode LBase
provider adapters

Middleware layer
on_reply
on_reasoning

FormatterBase on_acting
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https://github.com/agentscope-ai/agentscope

| model cards YAML | | permission checks | | on_model_call |

I

| LLM provider APIs | |

| OpenAI / DashScope | |

| Anthropic / Gemini | | MCP clients, skills | | SessionManager
| Ollama / DeepSeek / XAI | | ||

[

]
WorkspaceBase
Local / Docker / E2B

App service
ChatService

offloaded context/results
|

BackgroundTask

RIRDE

[Z [ 1R3R

N SDK/
Agent #Ziy

REHR S

provider

THA. MCP.
skill

RS HaIA

Workspace /
offload

FastAPl app/
service

KESSit%IE

5

&I session state. T, ReAct BIf. EHTNRKXEEERES,

14— Msg / content blocks ¥ M provider APIIERK, R / IR MME A% (]
ChatResponse,

7 Python tools. MCP tools. agent skills, £/ JSON schema, HITTEHI
—P% Too LChunk / Too LResponse,

EITEHITHIM deny/ask/allow, BXKWE. BREFRNE, HEBEIEHFERER
HBIAS NI T

A session At / Docker / E2B #11THF1E, /& tools/MCP/skills, FH#FA
HES L TXMBEKIALER,

ZTHP. % session fREE; iR agent 4A%E, SSE B, =68, AE. FAE

5o

B2 T A offload FIfg&, ERTMEEIENLTX; A APScheduler IXzhERY
agent run.
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XNDEMNFELARI: Agent RRFIMKRIED, REEEXD provider SDK. Docker/E2B 4T, Redis 77
ek, FastAPI IE KRR, ARSZE@ET get_agent() /XM storage/session/workspace EFrHE—T
Agent, Agent REFBRZK—FHRARAINITIRE,

RIBEHER

| User Msg |

| Agent.reply_stream(inputs)
v

Agent._reply_impl |
1. validate incoming Msg / continuation event |
2. append input to AgentState.context |
3. emit ReplyStartEvent |
4. loop until max_iters |

|
" reasoning --------- - oo o
|

|
| | _prepare_model_input(): system prompt + summary |
| | + context + tool schemas |

|
| | ChatModelBase / provider adapter |
| | FormatterBase converts Msg blocks to provider format | |

| v |
| Text / thinking / data / tool-call deltas as events |
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L acting ------- o

| _execute_tool call |
| check tool exists + validate JSON schema |
| PermissionEngine: DENY / ASK / ALLOW / PASSTHROUGH |

v v
[ 1
[ ]
| ask / external | | Toolkit.call tool |
| execution evt | | ToolChunk stream |
|
I
|
| |
v A\ 4
return waiting Msg ToolResult events
|
v

save ToolResultBlock into context

|
v
next reasoning iteration or final Msg

RSB REX N AMRINE B —FEFF AL SSE:

HTTP POST /chat
|
v
FastAPI router
| encode AgentEvent as "data: <json>"
v
ChatService.stream_chat

|
— build ToolOffloadMiddleware

70



— get_agent(storage, workspace_manager, user, agent, session)
| I Lload AgentRecord / SessionRecord / AgentState
| — instantiate model and optional fallback model
| I get per-session workspace

| L— build Toolkit(tools + skills + MCPs)

|

I SessionManager.run(session_id) serializes the run
— persist input Msg

— stream Agent.reply_stream() events

I reconstruct AssistantMsg by append_event()

L— persist reply Msg + updated AgentState

IHRREEZF

- BHRERZOIY, MAR “REXAE” : #REIAA. X4/ thinking / data / tool-call delta. tool
result. reply end #B2EH, Xik SDK. SSE. ZEfiEHaiis Ul Al ARZRE—FMRRNIEBENX, HEEH
agent-memory LMK o

© ReAct BIFE “FFAE/IEBRR” (FA—FRE: FIAFIMIRITER
RequireUserConfirmEvent / RequireExternalExecutionEvent &%, BH continuation event 1/
82, WEELMAEIES Web RS,

- TEWRITHIRE “OIE/NR/ETXEN # “[Ri51/0” WE: permission & X1 Agent RES, T
B 1/0 &2 Toolkit.call_tool() A middleware $2#;; iX#1 agent-credential-isolation. ai-
agent-plugin-patterns EaRIFANAFEE—,

+ Workspace @ TEZ RN ETXIMERAR : Local / Docker / E2B workspace £4F— Agent &
£ tools. mcp. skills 5 offload, #agent-sandbox B9 “HITIFIRIRIE” 7Ei)=E E4E4E, B
AgentScope B 1RMN FAHEL

- BTAREUH, mMe offload EEEN: RBEIBEBNTAERNEEES, FTLAEE synthetic
result, EETREBIELRERN hint FNT—IX reasoning, BHEENE /0 £5E SSE A5,

AR

Agent

Agent HJiERTIEINIERY, toolkit. middlewares. state. context/react config # offloader, 1%ty
_reply_impL() X #ria AH continuation event, B cur_iter < max_iters BY ReAct loop: F£E
reasoning B system prompt. summary. context. tool schemas HiAMBER!; RE=H tool calls
[53%% sequential/concurrent batch $117; WRfLL B FH#IASIMEBATIT, REIFEFHEE, LEESEHMT
EE—1 reply,
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App Service

FastAPI chat router R 23338 ChatService.stream_chat() B AgentEvent 4w3RE SSE. ChatService =2
RSB IHIZEITANO: EHE Tool0ffloadMiddleware, JEFA get_agent() M storage. session. credentials
workspace £H%t Agent, 7E SessionManager.run(session_id) FRER{TiE1TE— session, FHIDHNEE.
reply JHE. EH/GEH AgentState E[G] storage.

EESAliET]

* mcp

* agent-memory

- ai-agent-plugin-patterns
+ agent-credential-isolation

+ claude-code
- agent-sandbox

* nanobot
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Al Gateway

Al Gateway 2 LLM/MCP/Agent RERNANORIEE, BELIE provider iI&EE. TAE. EIEFEE. rate
limit. routing. redaction. guardrails. telemetry #1 policy.

= EIRUE)i
S| EAL
agentgateway LLM/MCP/A2A =thi¥ Rust #¥EmE + Gateway API 1= HIE
envoy-ai-gateway Envoy Gateway B GenAl provider translator / extproc / policy
kgateway Gateway API / Envoy xDS / API+Al Gateway BE/193 %
Higress Al Native APl Gateway, # HiClaw/E#EHFEERIEX
Plano Al-native proxy/data plane, f® model routing / guardrails / agent

orchestration

ateway-api-inference-
& . ‘y P Gateway API B inference endpoint picking %5 InferencePool API
extension

. & intent. difficulty. risk. capability 1 system state i%&#¥ model/
semantic-router

recipe B HIE
routellm Fa strong/weak model threshold R E- 4B HH IR E LT

mEE InferencePool endpoint B EPP, 3% KV. load. priority. health

[lm-d-rout
merTouter % pod/worker %

# inference routing B9 < %

inference-routing 2 Al Gateway F9—NFa)@: ERMNIZEBMER, B endpoint. B4 pods Al
Gateway FELIEEIE. T2, IEEIRIEIE,

TEE “Mx" BER—E—H%: Envoy Al Gateway R edge/provider governance, Semantic
Router/RouteLLM {® model or capability selection, Gateway API Inference Extension fRFR/A& MY,
[lm-d Router fi K8s inference endpoint picking. SEEXttbIL src-k8s-gateway-routing-comparison,
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Envoy Al Gateway

Envoy Al Gateway & TF Envoy Gateway BIFFIR GenAl traffic gateway, BAFIBRAEKRENZ
hosted provider 8 self-hosted model serving cluster,

R [B)

AVEBELZ—LE provider IAIE. TRERH. global rate limit. YK KIAR, FRXEFLEBRESE
BERNERBIARRLE endpoint picking 3545% F inference router,

AR

README 3 two-tier gateway: Tier One f1 33 authentication. top-level routing #1 global rate
limiting; Tier Two fa33 self-hosted model access, #m[#% endpoint picker / LLM-aware routing, ©3%
#5 OpenAl. Azure OpenAl. Gemini. Bedrock. Anthropic £ provider /5[,

b oyt

© & edge/provider governance, A& P/D worker router, W AR RERAR L, HBAGE
Envoy Al Gateway = semantic-router (7]i%) — lIm-d-router / gateway-api-inference-extension —

model server,

%01 src-ai-gateway-architecture. src-k8s-gateway-routing-comparison.
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Envoy Al Gateway ZRi5ig 1T B2

envoyproxy/ai-gateway ;& Envoy Gateway 4758 GenAl gateway, JRFZEE CRD API. controller.
extproc. provider translators. backend auth. body/header mutator. rate limit. redaction. MCP
proxy. metrics/tracing 1 k2 data-plane/e2e tests, ERRIVZ LLM/API 5818, REIRE serving
engineo

PZIDZRIE

user / API surface

]
“envoyproxy/ai-gateway' & Envoy Gateway £7ZSHY GenAl gateway. JRFSE1ZE CRD API. c...

T

A 4
]

| core implementation: ‘api/vlalphal®, ‘api/vlbetal’ -+ ‘cmd/controller’, ‘internal/
controller’ |

|

| A 4

| \/
-

| “cmd/extproc’, ‘internal/extproc’ | | ‘internal/translator’

| |

[

|

g
A 4
\ 4 |

| selected value: routing / serving / dashboard / graph layer for current wiki |
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RIRD =

E/B=x =T

api/vlalphal, api/vlbetal Al Gateway CRD,

cmd/controller, internal/controller =HIE,

cmd/extproc, internal/extproc Envoy External Processing #{iE @,
internal/translator OpenAl/Bedrock & provider &%,

RIBEHER

1. Gateway/HTTPRoute Ji=Z# N\ Envoys
2. extproc 1R#E Al Gateway BB S /50 /BEHIEK,
3. translator MEAR[E provider X ER, auth/ratelimit/redaction S IERIE,

IR

- ¥II7E Envoy Gateway b, SR LT ?'E%'Jﬁo

* 8 provider protocol translation Z#z0\6€7], &I Bedrock translator @St 2 HIF
+ MCP proxy REBERRE LLM, Tl EE tool gateways
XJ L6 RE {1

0 agentgateway #8tt, Envoy Al Gateway ¥ Envoy Gateway/CRD-first; 1 Higress/kgateway #8Lt, &

ELE GenAl, TAZEA API gateway,

P SHEEE

« GitHub HEMRSERAE: src-github-stars-backlog-current-state
- EBIMIE]: github-stars-backlog-implementation-map
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HiClaw

P28 Higress HIBA (agentscope-ai) H@HIFFIR K8s [REZ Agent IMET &, 1B"E Al Agent KE "[Al#5E
2E# K8s3E: 41 CRD (Worker / Team /Human / Manager) FSBH Agent, controller {881 Agent 3§

8 + Matrix IM F§F + Higress consumer"=fi—{&, A5 Agent 7£[F—48 Matrix 5EIEH{E, B

2 LLM EIEFEETE Higress W%, Worker 2#F consumer key St EIEZSRE,

FEMZEM 5181 0 src-hiclaw-architecture,

RPEFK

« B agentscope-ai/HiClaw

- LTI GitHub API &R main &I push 2026-06-10, &7 tagvl.1.2

« 7S wiki 22899 iR : v1.1.0 (2026-04-24, HEAD e21ac83)

« FEIES: Go (controller, 153 Xf¥) +Python (worker runtimes: QwenPaw / Hermes)
- [@#%: Higress Al Gateway * Tuwunel (Matrix fR53i%) + MinlO - Element Web - k3s-io/

kine (#RAT etcd)

« Worker runtime =i%&—: OpenClaw (claude-code &) /QwenPaw (EF Qwen Code) /

Hermes (autonomous coding agent) ; ZHaiZkik QwenPaw

M 0 Bll—™ Worker #8235

HiClaw M&/NAFARRE “Bai— Python Agent” , MR EIBE—EMESHIERELR:

1. 2% HiClaw: 73t Docker TR installer, K8s & E Helm chart,

N

~N o U0 b~ W

8.

JEE LLMBEE: credentials. LmProvider. credentials.defaultModel.

credentials. LLmApiKey. credentials. LlmBaseUr L,

. BEhEHIE: controller 832 /&2 CRD, Hi%E#E Matrix. gateway. storage.

. BIZE Human / B R 515, #HN Element Web st Efth Matrix client,

. Manager Agent i&i2 Matrix YgZ “BIE Worker” BJIERK,

.Manager i hiclaw worker create ..., controller 5\ Worker CR,

. Worker reconciler 83 Matrix user/room. gateway consumer key. ¥ R7ZENRF] Worker &

2
Worker B28/2oh/a# N\ Matrix 58], F4 A, Manager. Worker #B1E IM iMEFEER M.

XEZERAI declarative-agent-management: FAFEBH Worker, controller fazRiEA 28, IM B2, N
KEEMFENEI SRR IR,

Helm A4ECE

%87 Helm chart (9EELHH3KE helm/hiclaw/values.yaml 5 templates:

e


https://github.com/agentscope-ai/HiClaw

At

controller

manager

matrix

gateway

storage

credential
Provider

secrets

values B2

controller.

*

manager.”*

matrix.*

gateway.* /
higress.*

storage.”

credentialP
rovider.*

credentials

*

ER

CRD reconciler. worker lifecycle. gateway/credential/storage 4w#;
AJfC replica. resources. workerBackend. uninstall hook

E B Manager CR. Manager runtime/model/image/resources

Tuwunel 2 Synapse; managed/existing; &%l Matrix server. #FA
AR SSimC

managed Higress 3§ existing Al Gateway; EZEZAW URL. APIG {E2.
Higress subchart

managed MinlO Z existing OSS; bucket. endpoint. MinlO ZHRHF
At

= k£ APIG/0SS 1732 F& % STS / RAM role token

Matrix admin. LLM provider. ERIAMEZUF] base URL

Zsith kind/minikube ZAAEfR managed Tuwunel + managed Higress + managed MinlO; = ACK/ACS
SR LUE gateway/storage tZ| existing provider,

5 claude-mem BIX 5

HE HiClaw claude-mem
MEEQAA tE"J" N N N N | N

B e PHE BB BB 4 Claude code iR

KER

n Worker/Team/Human/Manager CR B prompt. toollog. memory fact
v

N . Claude Code hooks + memory server/
=HE  Kubernetes controller + Matrix + gateway

storage

ZeE - N N S

R Agent 33#F consumer key, EIETE gateway  iBIZRE&E. EFEFE. REMLETOEN
E&m —

o5 % Agent iz4. ATZ[EEE. W {EHRFH B Agent BRIFIEIZ

2l
ZEMASE: HiClaw A%z “Agent WA EIEE. WEFIFI , IBI2R AT “Agent dNENE KRS
K7
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HiClaw 2813 51g 1t R 21

J&3Z: raw/hiclaw-architecture-analysis.md - 5% agentscope-ai/HiClaw - %3#fhzs
v1.1.0 (HEAD e21ac83)

—AEE L

HiClaw 48 k8s-operator RLEE Al Agent izt FHY% Agent th{EEFE——F 4 > CRD (Worker /

Team / Human / Manager) 788 Agent, controller I8 Agent J&A%"& 28 + Matrix IM FIF + Higress
consumer"={i—f&; AZ. Manager. Workers £7E[F—% Matrix FiE]EE;, EE LLM APl key 7KiZ
F&E| Worker, 2% consumer key (FHEZEE) o —1Tcurl | bash#Z| Docker, 8¢ helm install

E| K8s, —HEIAEIITFo

AN Q]S

BF#NE (IM-First)

|

| Element Web (http://localhost:18088) <—— any Matrix client (mobile) |
| | |
|

| Matrix ¥ (E2E)
v

Z=#F®E (hiclaw-controller, Go)

|
| cmd/controller/main.go — internal/app/App |

| initInfraClients initBackends initServiceLayer initReconcilers | |
| initFieldIndexers initAuth initHTTPServer | |

| 4 4> CRD Reconciler (controller-runtime) |

| [ | [ 1 [
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[ ] |
| | Worker | | Team | | Human | | Manager | (api/vlbetal/
types.go) |
|

| T I
L

|
| ProvisionWorker / DeprovisionWorker |
v |
internal/service/provisioner.go (1154 17) |
F— Matrix admin API (U3 /MIBx user, GUEE/IBH room, EiERKH)
— Higress gateway auth (consumer key, MCP route)
— Credentials store (refresh, delete, bootstrap admin token)

| |
v |
internal/backend/{docker,kubernetes}.go (WorkerBackend #%M) |
| |
HTTP API (server/http.go) <—— hiclaw CLI (cmd/hiclaw/main.go) |

|

|

|

|

|

|

| L— AccessResolver (object-storage / ai-gateway scope fi##fr)
|

|

|

|

|

| iBfTHI: startEmbedded(kine etcd:2379, in-binary mgr) 3¢ startInCluster(KUBECONFIG)

|

| container exec

v
BIE/MITFEE (RRR)

| |
| Manager &2% (—1) Worker 588 (N 4N, 1% (R #2) |
| [ ]
[
— |
| | manager/agent/ | Matrix | runtime =ji%—: |
|
| | SouL.md / | < > | « openclaw-base/ (Claude-Code
%) ||
| | TOOLS.md / | | + copaw/  (QwenPaw, Python) |
|
|| 12 NEIE skill | | + hermes/ (autonomous coding, Python) |
|
|| workers- | | HEEH: |
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|
| | registry.json * mcporter-servers.json (MCP E&H) |
|

| ;
(Worker A#&) |

« soul/identity/skills

| | hiclaw CLI - bridge.py (Matrix sync, 1% Python runtime) |
|
| v
|
I
— |
| controller HTTP API
| |
|
|
[
v v v
[ I
[ ]
[ ]
| Tuwunel | | Higress AI Gateway | | MinIO |
| (Matrix server) | | (LLM/MCP/0SS ‘18 | | (Worker H#=x¢ff |
| EiE/BF/EE | | 2EREEMXM) | | R4, B Agent WME) |
| |
| |
| |
Helm chart (helm/hiclaw/) 7 K8s LB LM 4 PNAB—HIE
install/hiclaw-install.sh / .psl 7E Docker EEA| EZFMNEPE
9 CRD
CR . N
5 TRXftA X5 Spec FEL
model - runtime (openclaw/copaw/hermes) - image - soul * skills -
Wor = EANAI .
mcpServers « package (file:///http(s):///nacos://) + expose -
ker Agent

accesskntries -+ state (Running/Sleeping/Stopped)

leader « workers + peerMentions < channelPolicy « admin
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CR

5 KA t4a % Spec FE&
—2H Worker
Tea
+ Leader +
m
G
Man
ARpME—R
age ifuﬁ 2 model / runtime / soul / skills (& 12 1MEE skill)
, &2 Agent
Hum EIERH

matrixUserID « channel scope

an  Matrix &%

RIRDE

Bl

CRD EX

5

RIF

ap

CR
Reconciler

ARSSImHE
BBEH
Bhitigntge
54
BRI
Manager
Agent
Worker

runtime

#BE

(FE3hi)

it

BAZR

api/vlbetal/types.go, {Xf&#f k8s.io/apimachinery, R5|F{E(d internal &

internal/app/App F 7-step init 881T3ES, ¥ BRRFE append {name, initFn}
Worker / Team / Human / Manager 4 &, {Xf#4RHE, ©FREIZIAINT API

internal/service/provisioner.go (115417, AE/EEHH#, reconcile IRFTEXE)
WorkerBackend #%[ + docker . go / kubernetes.go -1NSEH, 3% config i

internal/{matrix,gateway,oss,credprovider,accessresolver}/ 5352 Tuwunel /
Higress / MinlO / FI R =EHE / 1EIREMT

startEmbedded (k3s-io/kine SQLite-backed etcd 7£ 127.0.0.1:2379 + Nk mgr) =X
startInCluster (#x£& KUBECONFIG)

manager/agent/ A28fk orchestrator, 12 MEIE skill +workers-registry. json, @it
hiclaw CLI #{F controller

OpenClaw (claude-code %, Dockerfile only) + QwenPaw (Python, copaw/)
Hermes (Python, autonomous coding)

helm/hiclaw/ (K8s) /install/hiclaw-install.{sh,ps1} (Docker ##¥l) , ZEZBEH

SITF
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KEEEER: B—1 Worker i 2l i

EIER (Element Web )
| &% Matrix SHE: "EEE— Go KIIEEHE Worker"

v

Manager Agent &2% (manager/agent)
| AN% worker-management skill (TOOLS.md B&EH)
| SRESE (model / runtime / soul / skills / mcp-servers)
| 38 hiclaw CLI: “hiclaw worker create --name go-review ..."

v
hiclaw CLI (cmd/hiclaw/main.go) —— HTTP POST ——P> controller server/http.go
|
v
E X Worker CR
(embedded: kine sqlite / in-cluster: etcd)
controller-runtime watch fifi%k

v

worker_controller.Reconcile()

|
(1]

2]
|
|
|
|
(3]
|
|

—[4]

Provisioner.ProvisionWorker(ctx, req):

Matrix admin API — 6l user @go-review:hiclaw. local

Matrix admin API — 6% lonl Eig], BIFEER + Manager

Higress apig API — At consumer + 7ik consumer key

AccessResolver — f#tfr AccessEntries &R (${self.name}---)
— 3 credprovider EBifF MinI0 HEAXFR

Credentials store = BN secret + i& refresh BY%|

WorkerBackend.CreateWorker (spec):

docker.go I kubernetes.go (& config)

— 38 PodTemplate + IFIELE + soul/identity/skills L
— 350 Worker 28

member_reconci le.go:

8 Worker Matrix user HIA#BX Team FEia (3048)

BE# Worker.Status:

Phase = Running

MatrixUserID = "@go-review:hiclaw. local"

RoomID = "labc...:hiclaw. local"
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ContainerState = "running"
[...] <« #& Spec.Expose HixO

ExposedPorts
|
v
Worker B23BohE:
- Python runtime (copaw/hermes): bridge.py A consumer key ER Matrix, iTFESHEIE
- OpenClaw runtime: f&¥ Claude Code BT hook SERFEIERNE

|
v
.

EERA

ZI7E Element Web BEF @go-review HIMHITHBWE,; FLHNARBITFHIBERAERE @

RSEEREE

i

Worker — LLM: Worker 28 —consumer key— Higress AI Gateway —HESC API key— LLM
provider

Worker <> Worker: ¥XJG#ERAONE— Matrix i8], SHEE Tuwunel; AXHE MinI0 (5& token)
Worker < Human: Matrix FSie] (BEXEGERIEIKGR, AILFERTTAN)

Worker —» T H.: Worker 228 —consumer key—> Higress —route— MCP server (external 3¢
in-cluster)

Manager — #THI28: Manager &28MWIMY hiclaw CLI —HTTP— controller —CR write— etcd/kine

RITRREEF

- AT Agent 54 Agent @ CR AR, HEEZEEI K8s BY declarative / reconcile / self-
healing / RBAC—iX =2 HiClaw 5 langgraph / autogen / crewai X2& XIS H4HE Agent) #EZRHY
RAFRE,

- IM MERIEFE lingua franca: i% Matrix fi3EBEHF Web Ul/E 424 —F 1 Agent & IM B
F, S5hER IMEIE, AERXARREEMRG, IMNES AZRRFERZER, BRR K.
. FiE Agent #BEM Matrix :&Ac.

- ZIEZRE: Worker JZEEARZIESE APl key / GitHub PAT / OSS AK, J3#F Higress consumer
key, £5R: MCP TEmMZHA skills M7 0] LAKABREF i+ X Eqm——BME Worker # prompt
injection K&, WEHEEZTIAHRZRIHEIET revoke B consumer key,

. IBfTBY=3%&—"J#E: WorkerSpec.Runtime FE&J#% OpenClaw (claude-code &) / QwenPaw
(Qwen Code %, #%k) /Hermes (autonomous coding agent, B¥) . &if commit d3e33e8
BELIA runtime M OpenClaw t]F] QwenPaw, Mi&SEMEAE.

- BEEUHWEN: WorkerBackend 3% + docker.go / kubernetes.go P52, it"# 4] Docker Desktop
5 1 Worker"5"K8s &% 500 > Worker"+ A RE— controller Zi#l,
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- AT K8s (kine + A% controller-manager) : BARIUH kine (SQLite-backed etcd) + [Fli#

T2/ controller-manager, F 127.0.0.1:2379, FAFR&DiZET Docker, B&FERE K8s API—CRD/
Reconcile / Helm 7£C & K8s IF IR I,

- schema-less &R FE&: AccessEntry.Scope B *apiextensionsvl.JSON MIEM™4& struct, Z#F$

{self.name} / ${self.kind} / ${self.namespace} iZITHAZ =2, CRD FEBFEHFE cloud provider;
fRAFIEIRE! accessresolver,

« hiclaw CLI ¥\ Manager / Worker A2§: Manager Agent <5|f Go SDK, i@id fork CLI #2{F

controller HTTP API—it skill (markdown X#4) AT E#Z4ARY hiclaw worker create ... X
LFERH,

+ MCP via Nacos & 1%: Worker 8E773@3d WorkerSpec.Package FE& (nacos:///http(s):///

file://) ¥®EMH. Manager IEY hiclaw-find-worker skill FL2M Nacos 1% + &N\ Worker
&R 1% docker $RE—HERI 5 &,

FEAMRN: Provisioner

internal/service/provisioner.go (115417 /29 AF753%) 2 controller BIBEEE M, BIH=4H:

1.

Matrix Zm#F (ProvisionWorker / ProvisionTeamRooms / EnsureRoomMember /
Reconci leRoomMembership ---) ——i&@id Tuwunel admin API 525% user / room / membership /

alias @4 & /EHA; MatrixUserID(name) 5 roomAliasLocalpart(kind, name) @B NEHS, R
==

. Higress £#& (EnsureManagerGatewayAuth / EnsureWorkerGatewayAuth / RefreshCredentials /

DeleteCredentials) ——F3 alibabacloud-go/apig-20240327/v6 7£ Higress £ AEA Agent S
consumer + key,

.Manager 5|5 (IsManagerLLMAuthReady / IsManagerJoinedDM / SendManagerWe lcomeMessage) —

A EBIEE Manager 254 + BYGDIE (32 language / timezone SER) o

EEFDRHEZR: #& Matrix / Higress / Credentials / Manager-bootstrap 9Nk EIIh 7 X4,
Provisioner JB{b 99N,

SREXMEL

HE HiClaw autogen langgraph crewai

I K8s operator + 28t Python library  Python library Python library
Agent FRiX CR (YAML) Python class StateGraph node  Crew/Agent class
EBEEIT Pod / Container Hiz pta = peas =

EE Matrix FE[g] In-process bus  StateGraph i1 Crew RIAE
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Y HiClaw
ATE[EIER ik (FBiEmR)
FEHERE MXItE

5 Agent X MinlO 4@

autogen

EEHE U

Agent ¥ H key

langgraph crewai

wB#E Ul FBE U
Agent #5H key Agent 7 H key
BHSLI S8

BAZER: HiClaw jE Agent ¥4 K8s —HRARER, FrLIR"A# reconcile B& / AT# helm 4% / a1#
RBAC fRE"HIARFE. HRIEZEARE EIMHZEER—E Python", M WREETSELM, KN FIHH
“m. 5 Worker — N &288 RAM / $RIGF5H.

RHES

« 3£ 30 REJERK: install/hiclaw-install.sh (20)

api/vlbetal/types.go (12)
"controller ZOMERFRE"

« X¥E PR: #780 2RiA runtime — QwenPaw

- internal/service/provisioner.go (12)
- internal/config/config.go (11) — FL&R"%E L/ ARIFK" +

#749 --keep-all 7% - #783 helm uninstall 5885

12 - #785 manager 28 API 3355 controller /api/vl + #798 error() Z1TR%
+ v1.0 > V1.1 ER, F—FFH=: Hermes runtime £k, % RBAC. kine — E etcd FiEE#%

TH

EESALEE

« HiClaw
+ claude-code

- higress -
- declarative-agent-management

+ agent-credential-isolation

+ autogen - langgraph * crewai

matrix-protocol + mcp + k8s-operator
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Higress

Higress 2RIE £ Al Native APl Gateway, &TF Envoy/Istio $Z=H|EFZIE= WASM plugins, ©TEZHHI
wiki FEEHTIEAE Al gateway. HEEERH. MCP/HTTP EERMEEALE, LHRE HiClaw SHHIRxX
BES1. %M src-higress-architecture,

ZRMIA S

Higress :Zi@F APl Gateway F=@a[al Al Gateway # &, FERARS LLM MERIE, ERMERE M AP
gateway BB/, BRSZ A, HEMHESH WASM I &,

%igit

- cmd/higress. pkg/** AFITHIEMMKIZIE,

+ plugins/** & Go/Rust/C++/AssemblyScript FZiB85 WASM &+,

- Envoy/Istio B TIER L7 RERE,

- model-router. credential governance. MCP/LLM f&HIBMXY EEI Al TIESEH,

pamactallly

T E(L S AP| gateway #1 Al gateway &—HBY%& Higress; FE GenAl T Envoy Gateway 5 ZE%& Envoy
Al Gateway; FE Kubernetes Gateway APl R4 1B MXE kgateway; FE agent-side LLM/MCP/A2A
H O E agentgateways

87



- 20 A1 B N
Higress 8% 511t BRSO
higress-group/higress 2FIE % Al Native API Gateway, ETF Envoy/Istio I=HIEM ZiES WASM

plugins, P1HERMER Al gateway/IRE A/ EIEAIET R, LHHM HiClaw BEIEHE. MCP/LLM
MXBESTHE X,

EDEIoE

user / API surface

|
| “higress-group/higress’ ZMIEZ AI Native API Gateway, ETF Envoy/Istio ITHIEAZIE: -

v

core implementation: ‘cmd/higress’, "pkg/**" -+ ‘api/**", ‘client/

* kN |

<

|

‘plugins/*** | | Vistio/**", “envoy/**"
|

- —

v
v |
| selected value: routing / serving / dashboard / graph layer for current wiki |
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RIRD =

E/BX =E
cnd/higress, pkg/** Higress = HIHE S M XiZ58,
api/**, client/** APl 5& R,
plugins/** WASM #&EfF: Go/Rust/C++/AssemblyScript,
istio/**, envoy/** Wbz Y Es €k nd il
RBEIEAR

1. BFE2E route/model-router/plugin,
2. EHIEAERL Envoy/Istio BRBFH T ko
3. WASM ¥ EEUEEm AL IR Al auth. model route. MCP/HTTP 5RB&,

Bt
- HHHCFIRS ZINEE 158, EHES API gateway + Al gateway f &,

+ model-router fR B RIGIRE B XTI AAZ provider/model BREY 2 /EEKA] &,
- BEIRA, W plugin/model-router/control plane, @213 Istio vendor,

X EEE (L

0 kgateway #8Et, Higress E1® APl gateway F=mA@EHFEZ; # Envoy Al Gateway #8Lk, SEEIETE
GenAl B FERIK.

P SHEEE

« GitHub HEMRSERAE: src-github-stars-backlog-current-state
- EBIMIE]: github-stars-backlog-implementation-map
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Inference Routing

Inference routing 1§ LLM/#REIRSZIERH N serving fleet 5, FNMENER provider. 1AL endpoint.
pod. prefill/decode worker 3 KV cache a3 E&1E,

£ M4 PRI E
Routing I M2 ANO5 engine H11T72Zi8l, llm-inference-serving-project-map 89 D1/D2 43 3IfERER S

MREIEREEZE, X5 Gateway. Proxy/EPP/Router #1 Model Server, EEHFRIERIEREM, engine
ARRITIHIE,; ERRREEDRE YEER R

PORER A

RE & RRIES
Gateway/API gateway-api-inference- endpoint health. metrics. InferencePool.
endpoint picking = extension, lIm-d-router BirEE

prompt semantic. F4s/FRE. guard. &5

ab
Ae

BN /RBBENIRE  semantic-router, RouteLLM

KV/cache aware [lm-d-kv-cache, dynamo, prefix overlap. KV block location. worker
routing kthena, aibrix load. LoRA/cache affinity
Batch-to-serving batch job. per-model plan. processor

. [lm-d-batch-gateway . . .
dispatch concurrency. Fif endpoint capacity
Edge/provider . . auth. provider. quota. rate limit. audit.

envoy-ai-gateway, ai-gateway

governance fallback

AR

REILFRA router JEA—, llm-d-router / Gateway API router E5Eif Kubernetes endpoint;
semantic router 51 prompt/model selection; KV-aware router EEifT serving runtime # cache
locality, llm-d-kv-cache 3B KV event/index/scoring XZEIRiFHF, dynamo BI#h7E2: selection
host AJLA& Dynamo Frontend. GAIE EPP g standalone router, {B KV overlap 5 active load BYIEFIE
BRE—

llm-d-inference-sim ¥ routing IEBRER: EFRSLHESE GPU %48, BEETEL GPU IFRHIRIN
OpenAl/vLLM API. KV block/cache events. TTFT/ITL # fake metrics, MM3&IE endpoint picking.
KV-aware scoring # autoscaling i#1#f, llm-d-batch-gateway MIi%BH batch workload B9 “BEH” %%
47£ processor B per-model plan M1IHLITHIE, RRMIELEIER request routing JBTE—iEiTh,
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KV-aware E&HRZRHT

BER — Y/ EE/EREuEE? — & — B85 fallback

! B

BRBIS58ENIE? —— & — model router / cascade
I B

endpoint E? — & — HifR
(N

prefix/KV locality? — i+5 cache credit
J

£ZE queue + KV + SLO + cost
!

1% endpoint / prefill-decode pair
J

Z£R5 KV events RIR[EIIRAZE

M%E5 Endpoint Router FY4H &

Client
| OpenAI / Anthropic request
v
Envoy AI Gateway (BI%E)
| auth - provider - quota - global rate Limit
v
Semantic Router / RouteLLM (®Ji%)
| model - capability + quality/cost + cascade
v
Gateway API + Inference Extension
| InferencePool / Endpoint Picker protocol
v
Llm-d Router EPP
| KV + queue - priority - health - pod placement
v
vLLM / SGLang / TRT-LLM endpoint

XILEAMUAS, BEREHNEEEE, envoy-ai-gateway fi# R provider 51847818, semantic-router/
routellm fRRIEAY/BEFIELR, gateway-api-inference-extension EXAREMY, Ilm-d-router i35
Kubernetes serving endpoint i%&#%,
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kgateway

kgateway Zi8F cloud-native APl Gateway, 5 Al Gateway 88/, BFEfZL\E Gateway API ZIR.
controller/deployer. Envoy xDS. plugins. policies. SDS. &£#l conformance/e2e. ¥M src-

kgateway-architecture,
ZRFIA TR

kgateway FIFE 4L Kubernetes / Gateway API [REBRAMX, Al Gateway @H policy/plugin 88715
%o ENEREMRE APl WAENRIE,

Kt

- api/vlalphal. pkg/kgateway. pkg/xds faZ3i Gateway API# F&. controller #1 xDS 4.
- pkg/plugins. pkg/pluginsdk $Z{&H EBHLH],

- pkg/deployer # pkg/sds & Envoy ZZE# Secret Discoverys

- ReferenceGrant / cross-namespace 5| AR R ENRE S,

pamactallly

B Gateway API / Envoy A& H B4 —@HA API 5 Al gateway BYE kgateway, GenAl ZFR1EE
Envoy Al Gateway; F=mftiEHFRXE higress; agent protocol unified gateway & agentgateways
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kgateway 2215151+ BRI

kgateway-dev/kgateway Zi@H cloud-native AP Gateway, Hi Al Gateway 8/, BEZILE Gateway
API #&. controller/deployer. Envoy xDS. plugins. policies. SDS. &£# conformance/e2e; it
reference grant mode 1 3iBAE namespace 5| AR K.

PZIDZRME]

user / API surface

]
| “kgateway-dev/kgateway' 2&F cloud-native API Gateway, 3 AI Gateway #ES1. €

v

]
| core implementation: ‘api/vlalphal’, ‘pkg/kgateway', ‘pkg/xds’ - ‘pkg/plugins’, ‘pkg/
pluginsdk’ |

v

v

‘pkg/deployer”, “pkg/sds’ | | “install/helm’, ‘examples/**’

- —

v
v |
| selected value: routing / serving / dashboard / graph layer for current wiki |
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RIRD =

E/Bx =it
api/vlalphal, pkg/kgateway, pkg/xds Gateway API #" . controller #1 xDS & Fo
pkg/plugins, pkg/pluginsdk BHRSR.
pkg/dep loyer, pkg/sds Envoy ZBZEF Secret Discoverys
install/helm, examples/** TG,

KEEHEM

1. Gateway API/BZE X policy # controller watch,
2. kgateway &% Envoy EE2E/xDS HEBE/EMH I,
3. plugins/policies £ ¥8 auth. traffic. Al FE3REE/,

IR

- SCfMoEA Gateway, BB Al ZHSEMAL policy/plugin,
- reference grant 3216 ¥ namespace T2,
- iIEABEA Gateway API/Envoy &R HIEIBA.

X EEE (L

# Envoy Al Gateway #8tt, kgateway SEEIES; # Higress #HEL, B Kubernetes/Gateway API [&
==

P SHEEE

« GitHub HEMRSERAE: src-github-stars-backlog-current-state
- EBIMIE]: github-stars-backlog-implementation-map
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LLM k5B EXTLE
e BURIRE

Client request

|
v

| Edge/API governance | auth - key - quota + rate limit - audit

v
I |
| Model/ability route | semantic - quality * cost - risk + cascade
[ | |
v
[ |
| Serving endpoint | model + pool * pod * GPU + queue °+ KV locality
[ | |
v
[ |
| Engine scheduling | batching + KV blocks - kernel - token generation

Gi—IRME

| Applications / Agents |
|

I
| OpenAI / Anthropic API

v
| Tier 1: Edge / AI Gateway |
| Envoy AI Gateway / API Gateway |
| auth - provider - quota - audit
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v
| Tier 2: Model / Ability Router |
| Semantic Router / RouteLLM |
| intent - difficulty - quality
| cost - risk + cascade |

| model target / route recipe

v
Tier 3: K8s Inference Router |
GIE Protocol + Llm-d Router |
EPP: filter — score — pick |
load « KV - priority - health |

| selected endpoint

\ 4
| InferencePool / Model Server |
| VvLLM - SGLang - TRT-LLM |
| aggregated or P/D workers |

B EfiL
mB RERE MY i Kubernetes i1 5%
endpoint/pod/ selected endpoint + EPP/ext-proc. Gateway
[lm-d-router )
worker routing metadata API. InferencePool
) model/ability/ model. cascade. A EBETE K8s, {BARE GIE th
semantic-router . o -
recipe capability path WA
tell strong/weak cheaper 3§ stronger SDK/OpenAl-compatible
routellm
model model server, & operator
‘ . inference - dboint
ateway-api- inference endpoin
g y-ap ) endpoint ) P Gateway AP| FUIEIRY B
inference-extension pick
protocol
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= RERE ZiC s

) edge/provider provider/model
envoy-ai-gateway

governance upstream

RFIBNRMEE

[lm-d-router

Gateway / Envoy
| ext-proc inference request
v

Llm-d Router EPP
|
— resolve model / rewrite target
— filter unhealthy or incompatible endpoints
I scrape load / KV / scheduling signals
— score candidates with configured plugins
L— pick endpoint and return routing metadata
v

Selected InferencePool endpoint

|
'—» model server / vLLM / SGLang / P-D path

Semantic Router

OpenAI / Anthropic request

|
\ 4
Semantic Router

| classify intent / difficulty / risk / modality

v

Recipe / virtual model

v v v
local specialist cascade / multi-model workflow

model  model + retrieval / memory / tools / guardrails
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Envoy Gateway + two-tier
gateway



v
stable response API + routing evidence

RoutelLLM

Application / OpenAI client
|
v
RouteLLM Controller / OpenAl server
| router score + threshold
— score below threshold — weak / cheaper model
L— score above threshold —= strong / expensive model
|
v
provider or OpenAI-compatible endpoint

L— evaluation: router X benchmark X quality/cost curve

Gateway API Inference Extension

Client
|
v

Gateway API implementation
| HTTPRoute / inference request
v

Inference Extension protocol
| asks Endpoint Picker for a target
v

InferencePool + Endpoint Picker
| model-aware endpoint selection
v

Inference endpoint / model server

Envoy Al Gateway

Application

|
v
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Tier One Gateway
| authentication < top-level route - global rate limit
v
Tier Two Gateway / inference gateway
fine-grained self-hosted model access

|

| optional endpoint picker / LLM-aware routing

| = hosted providers
|

» self-hosted model serving cluster

ERIZEI

- provider. key. quota. PERFIEIt: envoy-ai-gateway,

< BN, R, BEHFIRE-AIERERE . semantic-router / routellm,

« KV. BA%I. GPU. #REE#0 InferencePool endpoint i#&#%: gateway-api-inference-extension / [lm-
d-router,

- ZEHEER, BIERE—ERM route decision. #&REZ. endpoint. HREShRZASFIRBIRE,

SO

+ inference-routing

- ai-gateway
+ llm-inference

- src-k8s-gateway-routing-comparison
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NemoClaw

NemoClaw 2 NVIDIA 73 OpenShell sandbox i always-on Al Agent $2#9 TypeScript CLI =, ©iE
guided onboarding. gateway. providerinference. sandbox £#r/EHA. agent setup. network
policy. FEIEEHAH e2e WIEUERA— 16 Eo. ¥ M src-nemoclaw-architecture,

ZRMIA S

NemoClaw REHHIHIES|E, WAREHIZ Agent framework, EE % OpenShell A host-side 4
B: EBEEN LMK gateway. provider. sandbox. OpenClaw/Hermes runtime. policy preset #1
messaging channel, ZAFBLERNAZ] sandbox.

%igit

- S ERIFRE, src/commands/** EB A TSR
- onboard @RIREIREN, =i preflight. gateway. providerinference. sandbox. agent setup

0 policys
- Provider £iFiF# 5| gateway, agenti@id inference. local J@#EE!, & agent-credential-
isolation,

- Policy #AiA deny-by-default, &N selected presets #1 messaging channel FrEE M4SN PR,
- Messaging channel i@ manifest Z5i¥ ¥ credential. network policy. agentrender. health

check Zitil,

e B I Wy

FZ4E OpenClaw/Hermes :XFEN A agent B# AT B 1T sandbox H#E N % provider #IEEH
NemoClaw, FEJK/E runtime enforcement B¥%& openshell; FZE Kubernetes JR4 sandbox B¥&
agent-sandbox; BEH—AE LLM/MCP/A2A HOBYE agentgateway,
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NemoClaw Z2#9 51 1T B 2T

JEXX: raw/nemoclaw-architecture-analysis.md - €F: https://github.com/NVIDIA/
NemoClaw - 73#fhiRZs HEAD 3c0340a

—AEE L

NemoClaw = NVIDIA /3 OpenShell sandbox Aiz1T always-on Al Agent #2289 TypeScript CLI #=HIm:
T3 guided onboarding. gateway. OpenClaw /Hermes agent EZE&. routed inference. MIZEZREE.
FEIEE%. sandbox £ apEHEAR e2e WIEBEREI— M en<H. EF i agent-sandbox 5 agentgateway
ZIBIHY host-side iR, MAEHIMEIES|ZE,; HIEMIET inference. local #X NVIDIA/OpenAl/
Anthropic/Gemini/vllm/Ollama Z provider,

AN Q]S

User / CI / shell

| nemoclaw / nemohermes
A 4

CLI front door |
src/nemoc law. ts |
src/Llib/cli/public-dispatch.ts

|
|
- sandbox-first grammar: nemoclaw <sandbox> <action> |
- argv normalization + public route translation |

- oclif command discovery/delegation \

| command id / normalized argv
v

| Thin command surface
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src/commands/**

parse flags/args P src/lib/actions/** / command-support helpers

| action call
v

Host-side orchestration
src/lib/onboard.ts + src/lib/actions/**

| | — messaging plan |

|

|

| | L— registry/session state

| L— inference. local / model router / credentials
— OpenShell gateway Lifecycle

preflight — gateway — provider/inference — sandbox — agent setup — policy

v v
] [ I
| External/runtime adapters \ | Declarative assets |
| src/lib/adapters/{openshell,docker,http}/** | | nemoclaw-blueprint/** |
| src/Llib/runner.ts \ | policies / presets / router |
|
I
| |
v \ 4

OpenShell gateway + sandbox runtime

gateway named "nemoclaw"

- provider credentials are system-of-record in gateway

- inference. local routes sandbox traffic to selected provider

- network policy applies baseline + selected presets

sandbox
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- OpenClaw or Hermes runtime \

- messaging channel hooks and health checks \

|
| - agent config rendered/synced from host-side plan \
|
[

RIRDE

=PRSS

CLINOSQHIE

7

AA =
<

3

Action/

onboard 4FHIE

e

ShaRnsEES

Jkll_:\ %ﬁiﬁ

e 5HR

Messaging ¥ &

HIESIRE A

Blueprint 5ii%

ZONRARE EmS

LTSN

BRSR

2

A nemoclaw <sandbox> <action>, ff argv normalization. route translation.
sandbox &10&E, B4 oclifs

src/commands/** R fi#4f flags/args AR action, REFH~=®ITH-

EEs S TRy preflight. gateway. provider/inference. sandbox. agent setup.
policy BY host-side workflow,

provider BR&t. policy/lifecycle 328, messaging manifest 4gi¥E REMRIFLLR
LA K2,

14 OpenShell. Docker. HTTP. shell Fi##2#0 privileged sandbox exec,

~/ .nemoc Law JSON registry/session/shields RK%; EIFRE#HZ env staging,

gateway =& system of record,

baseline deny-by-default policy. policy presets. shields up/down/status.
redaction/hash.

channel manifest — serializable plan — OpenShell provider/policy/agent config
applier,

inference. local #— sandbox AH M, host/gateway MIEREE] cloud 5 local
provider,

OpenShell sandbox #E=. policy preset. runtime scripts. unit/e2e/e2e-
scenario ¥IFE %,

+ E4mHE + Ak + SMERIAFIERE . X5 ai-agent-plugin-patterns Ea9iEO k.

B FBeE e A E—3, HF0 agent-credential-isolation FYEIFARI&iHHEE N,

103



RIBEHER

Onboard FE

nemoc Law |

onboard |

src/Llib/onboard.ts:onboard

o B~ W N =

branding/env/options: agent, non-interactive, resume, fresh
validate sandbox name + usage notice + provider hint

acquire onboard lock + load/create resumable session

stage legacy credentials into process.env for gateway migration

. select agent: OpenClaw / Hermes

state handlers

handlePreflightState

— Docker/OpenShelL/GPU/DNS/platform checks

handleGatewayState

L— start/reuse/recover named OpenShell gateway

handleProviderInferenceState

L— provider/model/credential route; model router/local proxy

hand leSandboxState

L— create/reuse/recreate sandbox, persist registry/session

hand leAgentSetupState

L— install/sync OpenClaw or Hermes runtime config

handlePoliciesState

L— apply baseline + selected policy presets
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OpenShell gateway + sandbox side effects |
openshell gateway start/reuse
openshell policy set

|
|
openshell sandbox create/connect/exec |
|
|

|
|
|
| openshell provider create/update --credential <ENV_KEY>
|
|
| ~/.nemoclaw/sandboxes. json + session files

|

Onboard @AME host-side K&, FR—XMREMA, EZ1F resume/fresh/non-interactive.
23 lock. step IBERMEMIRE ; ITHATEARWEHTEIE provider inference. sandbox branch.
OpenClaw setup %43z FSM result,

Messaging channel 4&1¥ 5N 3

channel manifests \
telegram/slack/... \

[
| registry.list()
v

MessagingWorkf LowP Lanner |
- de-duplicate configured channels |

|

|

| - reject unsupported channels for selected agent |
| - build ManifestCompilerContext |
[

| ManifestCompiler.compile |

| resolve manifests |
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compi le per-channel inputs + enrollment/reachability hooks
fan out into:
credentialBindings

bui ldSteps
statelpdates

|
|
|
networkPolicy |
|
|
|
healthChecks |

|
|
|
|
| agentRender
|
|
|
[

| SandboxMessagingPlan (schemaVersion: 1)
v

MessagingSetupApplier |

base64 JSON plan through env when needed |

applyCredentialsAtOpenShell |
applyPolicyAtOpenShell |
app LyAgentConfigAtOpenShell |

List/run hook requests |

v

[

| OpenShell + sandbox |
| provider/policy/config |
|

Messaging FAR4HIXHERZ declarative manifest compiler: channel REZE A onboard 742, e
FBH secret/config input. policy preset. agentrender. hook phase #1 health check, B4miEm
serializable plan.

HERASRIDOR

user selects provider/model |

v

| src/lib/inference/config.ts
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provider -> endpointUrl=https://inference. local/vl
-> profile=inference-local

\%

|

|

| -> credentialEnv
| providerLabel/model
|

OpenShell gateway provider |
true credential lives in gateway, not in sandbox config |
sandbox agent receives managed provider/base URL/model ref \

| Sandbox policy baseline |
| managed_inference allows inference.local for selected binaries |

v

external provider / local |
NVIDIA/OpenAI/vLLM/OLlama. .. |

XERIZITE S agent-credential-isolation: sandbox BE|#IZ inference. local # managed
provider/model ref, EIE provider credential FH OpenShell gateway £, local Ollama/vLLM &%
FH token env, # %R host OpenAl key,

KITRREEF

- Y EBATMIBEE, BREFISE: public dispatcher fa3 nemoclaw <sandbox> <action> %
oclif command BY%%#&, ™=@m1T/91H7E actions/onboard,

+ Onboard 2AIMEIREH: resume/fresh/non-interactive. session. lock. step result # failure
marking #B@—F M2, M= shell script &EX,

- Declarative assets + host orchestrator: nemoclaw-blueprint/** pin ¥ sandbox image digest.
OpenShell/OpenClaw kR7s. inference profile. router # policy; TypeScript fasEZE MR HE,
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- ZIEA gateway F£E: NemoClaw R FI#HAE env staging 5 legacy migration, FEMEARE A
HIBAS S 1o

- MEEIAR/IME: baseline policy RFFA#ZL agent. managed inference I ERRSS; GitHub.
messaging. package index EERF E policy preset,

+ Shields H&E host-side 1£%l: sandbox FEEHE SFELKT A shields; host i&3Z privileged path f#f
config lock. policy t##1 hash seal,

- Messaging & manifest compiler: & channel EEY EEE manifest + hook, TARIEH
onboard F %,

. ZxHh JSON RS ~/.nemoc law registry/session BEEERE S 2, {8 advisory lock.
resume # recovery #F—21%,

RIBLH R NAEIR

Onboard #R#iE2:

src/Llib/onboard.ts EEZEH 1, BEER coordinator: #AEITIRTN. #54 sandbox &, FKEX
consent. I8 lock. MNE/BI#E session. iE# legacy credentials, BIMFER preflight/gateway/
provider/sandbox/agent/policy K408, ITHA git [HE BRI A RRERE— MmEmAORE
B, IBER IR FSM result FRTIHIRSIEIR,

Messaging manifest compiler

Messaging compiler X% channel manifest 8§ input resolution. credential availability.
enrollment/reachability hook, #A/5 fan out ik credential binding. network policy. agent render.
build step. state update #1 health check, Applier % serializable SandboxMessagingPlan, tEA plan
5 host/OpenShell/sandbox 115 1%iE8) contract, MARBIEI TR,

EESALEE

+ agent-sandbox

+ agentgateway
- agent-credential-isolation

+ cloud-native-security

« vllm

+ ai-agent-plugin-patterns
* NVIDIA

+ OpenShell

+ OpenClaw

* Hermes
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Open Cowork

Open Cowork ;2 Electron desktop agent host, F Claude/OpenAl-compatible chat. Skills. MCP.
WSL2/Lima sandbox. GUI automation 0 Feishu/Slack remote control, $BZit coding agent BE/1E %%
BREmEMEND. ¥R src-open-cowork-architecture,

ZRMIA S

TRESHE agent host, =& trace viewer. token analytics 3¢IHIZ LLM serving F£&, 5 cc-connect 18
Et, Open Cowork E{RastlsEmE/sandbox/GUI #2{E; cc-connect BIRIEE B 4 agent session %%
IMo

pramatallly

EEFERmMHERS agent. skillse MCP #1 sandbox Bi75, FiES R telemetry, LHEE
loongsuite-pilot; tBAES RMIEKEGE, LETE claude-tap,
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Open Cowork 2R 511t BB

OpenCoworkAI/open-cowork ;B E i agent host, M- =& terminal coding agent, B Electron main/
preload/renderer B3%#%8Y APl Claude/Pi-compatible agent runner. SQLite/session. Skills. MCP.
workspace X, WSL2/Lima WEFEiZiTs], 1LIEFAEBI GUI ER Al Bantb X . XiEH=
ERN Ao

PZIDZRIE

Electron renderer

]
| chat UL - trace panel - settings < skills/MCP/sandbox status - session store |

T

| preload IPC bridge

| Electron main process |
| agent-runner - tool-executor - session/db - skills manager - MCP manager |

v

v

workspace + SQLite memory | | sandbox / desktop integration |
files < sessions + traces | | path guard + WSL2 - Lima - GUI automation

v
v |

| Claude/OpenAI-compatible models + MCP connectors < Feishu/Slack remote input |
[
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RIRD =

E/Bx =E

) agent HiTHZ0y, MIAZESE history rebuild 1 SDK
src/main/claude/agent-runner.ts ) L
session &,
src/main/sandbox/** path guard 5 WSL/Lima sandbox 81845,
src/main/skills/**, .claude/skills REEME. T&. RE. B

src/main/memory/**, src/main/session/**,

SQLite/session/memory E1&,
src/main/db/** QLite/ / yE

KPR

1. BFTE GUI i%#% workspace HiINES, renderer i&X preload IPC JAF main process.

2. agent-runner AFEARE, [FE. KEE. MCP TEM workspace £, F=4 trace/tool events.

3. Xt /f< T AR%id workspace path guard; #& WSL2/Lima 5], bash B&HEI VM, FN[ELRAA]
ZIRITo

iR
- 5@ app LAERRFERIIE, IR Electron/IPC/0S sandbox/installer 82,

- RLIRBZ L path guard 2EHA, WSL2/Lima 21%58; README iRER(NEHESNILIERIE,
- Skills 233244 /PPT/XLS/PDF XEREE = 11ES, X7IF coding-agent &ifES TER,

X EERE L

#0 Multica #8Ek, Open Cowork 28 BFSEAO; # Codex/PitBtL, EFRRLIHHIT loop, ME GUI
host; # OpenShell/agent-sandbox #8tt, EF VM KFFEERZ K8s/runtime primitive,

PR IER

- GitHub HFIRZSERR: src-github-stars-backlog-current-state
- EBIE: github-stars-backlog-implementation-map
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OpenKruise Agents Z29 51% 1+ B & 531

J&3Z: raw/openkruise-agents-architecture-analysis.md « ©F: https://github.com/
openkruise/agents - 73#ThiZs HEAD 0e58df8 (2026-06-12)

—AEE L

openkruise/agents & OpenKruise E[a Al Agent sandbox lifecycle management B Kubernetes JR 4 F
&8F. ERRZE— Sandbox CRD controller, MEiBlEKEENKER—MLRZE:

« FA Sandbox / SandboxSet / SandboxClaim / SandboxTemp late RAEIE{E. BIFA. AI4REN. AJFRRHY
Agent sandbox.

- F8 agent-sandbox-controller & Pod/PVC/template/hash/status/rolling update/warm pool &4
an A Ao

* F sandbox-manager &#& E2B-compatible API, 38 “8l#& sandbox / clone checkpoint / pause /
resume / route” ZR= 5 AP,

- H traffic-extension / sandbox-gateway N Envoy, IBIMERIERR sandbox identity E&FEI E{A
Pod IP #if o

E#l agent-sandbox KR RER “LERITR + REEM + ~=mi=HIE” . README BBHASRES
SIG agent-sandbox AP| B9 %, [EBI7E SIG API RTARTRE sandbox API FISLHL,

ISR E
| User / SDK / Platform API |
| |
| E2B SDK / HTTP API Kubernetes CRD API Examples / Integrations |
| /sandboxes /snapshots Sandbox™ resources Claude Code / Desktop |
|
[ [

| | |

| E2B-compatible REST | kubectl / GitOps |

v v v

sandbox-manager (API control plane)
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| HTTP mux + auth/key storage + adapter registry + SandboxManager |

|
| ClaimSandbox / CloneSandbox / Pause / Resume / DeleteCheckpoint |
| route sync with memberlist peers + proxy refresh |

|

| | infra interface | route table update |
| v v |
| sandboxcr infra: create/update SandboxClaim Proxy / peer membership \
[

| Kubernetes API | Envoy ext_proc
v A 4

| [ 1
agent-sandbox-controller (K8s control plane) traffic-extension / gateway |

| |
| | |
Controllers: | | - ext_proc gRPC service |
- Sandbox | | - Envoy Go HTTP filter |
SandboxSet | | - sandboxID + port lookup |
- SandboxClaim | | - x-envoy-original-dst |
- SandboxUpdateOps | | - peer route sync |
|

SecurityTokenRefresh

| Webhooks + indexes + expectations + metrics | | original dst
: T
1 v
|
| reconcile | Running Sandbox Pod |
v | |

! | agent workload
| OpenKruise Agents CRDs | | agent-runtime sidecar
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| || traffic-proxy |

| SandboxTemplate — | | CSI dynamic mount |
| SandboxSet — keep unused pool ready | | security
token |

| SandboxClaim —————F— claim / create / inplace update |
]

| Sandbox pause / resume / checkpoint \
|

| Kubernetes substrate \
| Pods + PVC / persistent filesystem + runtimeClass + NetworkPolicy + CSI \
| Optional checkpoint / hibernation: IP, memory, filesystem, GPU memory roadmap |
|

RIRD =

= /1R

0%
i* E/\J\
CRD EX Sandbox. SandboxSet. SandboxClaim. SandboxTemplate, ZEZ= pause. persistent
API contents. runtimes. claim. template. upgrade. dynamic volume mount,
N controller-runtime manager; A Sandbox/SandboxSet/SandboxClaim/
K8s & . - :
- SandboxUpdateOps/SecurityTokenRefresh controller. webhook. field index. metrics

cleanup,

API¥¥ 22 E2B-compatible API; 1B request adapter. auth/key storage. infra backend.
I E memberlist peer # route proxy A& A% sandbox BEIZARSS.

Sandb = EMIHR Infrastructure / Sandbox ##; sandboxcr SEIA K8s CRD 5EA% claim. clone.
ox infra pause/resume. checkpoint. CSI mount. identity token,

BEEREL  Envoy ext_proc 3% Go HTTP filter; MiEKA###T sandboxID/port, Z route registry, 5\
Em original-dst TTEIEFH M peer FF,

Runtim = agent-runtime sidecar. CSIvolume mount provider. identity provider #1 token
ey 'B  propagation § B
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= /1R
R

5 codeinterpreter. desktop. OpenClaw. Claude Code FiH5, ERINMEHEHRM. E2B
=357 SDK. sandbox image #1 session £ A &K,

KERNR

Sandbox

Sandbox BENMEITIMERIHAERES. EEFEEIE paused. persistentContents. shutdownTime /
pauseTime. runtimes. Llifecycle. upgradePolicy. template/templateRef /volumeClaimTemplates, &
HEE. ME. BAXGRS. runtime sidecar. EhSFHEMFAREEMNE—1 K8s Ko

SandboxSet

SandboxSet 43P —4H “R#¥ claim BYBIF sandbox” , 7S warm pool FIRTIEHITHI28. replicas
RTBEFRIFN unused sandboxes #1&, status IRER available. updated. current/update revision,
labels/annotations M pool. template. claim. owner. hash. lock. restore-from. init-runtime
request. memberlist url FMCRZS,

SandboxClaim

SandboxClaim @38 “AFIEK—1 sandbox” TRITHIE NI XEIT R, Ti@id templateName 7
pool/template, F3 createOnNoStock ZHITEFIEE /2 6IE, A inplacelpdate 32#F image/CPU &
#1, F3 dynamicVolumesMount SZ3F15KBY CSI #E%), HF reserveFai ledSandbox Sz3FRMINIZIRE

KEREIREM
E2B API €132 sandbox

E2B SDK / Client
|
| POST /sandboxes
v
sandbox-manager routes.go
|
—— CheckApiKey / team permission / namespace mapping
— CreateSandbox parses template / metadata / timeout / init runtime
L— choose path:
|
— template exists — ClaimSandbox
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|
L— checkpoint exists — CloneSandbox
|
v
SandboxManager
|
— infra.ClaimSandbox or infra.CloneSandbox
—— metrics + route sync
L— refresh local proxy and memberlist peers
|
v
sandboxcr infra
|
I pick available Sandbox / create / speculate
I lock and update Sandbox or create SandboxClaim
— wait ready when requested
— init agent-runtime when requested
I issue and propagate identity token when feature enabled
— mount CSI dynamic volumes when requested

&R EBZEI sandbox

Client request
|
v
Envoy Llistener
|
— traffic-extension ext_proc
| I parse sandboxID / port through adapter
I route registry lookup
— require route state = running
L— set x-envoy-original-dst-host = route.IP:port

|
|
|
|
L— or sandbox-gateway Go filter
— parse sandboxID / port
I route registry Llookup
L— set dynamic metadata envoy. lb.original_dst.host
|
v
Envoy original dst cluster
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|
v
Sandbox Pod IP:port

Warm pool / claim 4 &5/ HA

SandboxTemp late
|
v
SandboxSet(replicas = unused capacity)
|
— create available Sandboxes
I keep template hash / revision status
— rolling update pool when template changes

SandboxClaim(templateName)
|
— select available Sandbox from matching SandboxSet
I Llock and mark claimed / owner / timestamp
— apply labels, annotations, env vars and inplace update
— optionally initialize runtime and dynamic CSI mount
L— wait ready -> Completed

iR

+ 18 warm pool A FERARZIR, MAEHIENPAY: SandboxSet ik “fR¥F N NEJA sandbox” H
K8s controller #42U 8% ; SandboxClaim MIBAENEHEE L, EFREH L. B, KKEZBHM
owner/label R £,

+ E2BAPI E@mAH, CRD BFAEAO: FREFLUET E2B SDK IR /& {F/ME sandbox, &
BB ET LUEIE Sandbox* CRD i GitOps. RBAC. namespace. %P EHIEIAX.

- BUREMITHIEARFE: sandbox-manager faZREIE. clone. pause. resume # route sync; Envoy
ext_proc / Go filter R S1EIEKRETEIEH] sandbox route, SFHIERAEIEFT Kubernetes API,

« runtime ¥ BB AHIRMAREMRID . runtimes FE&F agent-runtime. csi. traffic-proxy config
it sidecar. oh&EME. REREMAICIAEREEES; identity provider $#OW 2 FEX I token 5
AR provider 93 FFE#

© BIRerRE I#zﬂﬂl,\ﬁq:'. BRI 3THE secret-backed key storage B9 ticker RIFTEAL informer-
driven refresh, B3 E2B API key / token 4 &5 B HA B 2 a0 H LT HIE R,
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5R:EMB X3!

=

agent-

sandbox

agentcu

8

substrat

agentsc
ope-
runtime

OpenSh
1l

FEHR

Sandbox CRD [Ri&

AgentRuntime /
Codelnterpreter
session
orchestration

WorkerPool /
ActorTemplate &%
FE actor substrate

AgentApp / Runner/
deployer

Gateway +
supervisor + policy
proxy

RAEIN

« BBE “7f Kubernetes L1R1Ht E2B-like sandbox fR$3” BY, fi4tE openkruise-agents.

- QRBFSR/\ CRD [RiBRY, %£%& agent-sandbox; OpenKruise Agents EE[FBYERZ controller.
manager. gateway. runtime sidecar A identity/CSl,

- B£4H Agent framework. #8#%izif workspace/sandbox backend BY, ZERIIIE E2B AP F#ASE
El. template E¥. timeout. Xf¥/m< APl FEEHTTA.

- BXPRERAERBHRITIHESINEE runtimeClass. NetworkPolicy. seccomp/AppArmor.
egress gateway. token revoke # audit; OpenKruise Agents 2t B=, EXREEmENR
runtime enforcement,

ML 5 #F52IE =

5 OpenKruise Agents FIX 5]

E1R SIG &EHt APl; OpenKruise Agents #8 warm pool. E2B
API. route proxy. identity/CSl/runtime ¥ Bt~ m#HRE—%
1ThiRo

AgentCube A Router + WorkloadManager 8 agent-sandbox &
BX invocation APl; OpenKruise Agents Ei%izf# E2B-compatible
API F1E522EMY sandbox lifecycle/runtime ¥ &o

Substrate 581 actor multiplexing. wake routing.
snapshot; OpenKruise Agents Bt K8s CRD + E2B sandbox &
i,

AgentScope Runtime =2 Python app BR5S 147 ; OpenKruise
Agents & Kubernetes sandbox lifecycle substrate, BI{EA
workspace/E2B S

OpenShell #9381 sandbox A runtime enforcement &
policy; OpenKruise Agents HI5RIIE K8s & apAIHA. . E2B
API F1E& BB = E.

« AP| B4 7EIREE#HEA, README/roadmap 7% pool. storage. network. runtime.
scheduling. observability. SDK #iBAEELLEIN,

- SandboxClaim FH&4MEX. create-on-no-stock. speculate. lock # expectations BIERIE X,
m=EREAMRAIRIE,
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- BREARREL K manager/gateway peer )RS, EFEBERIELHIER. ML X route stale BFRY
fail-close 174

« checkpoint/hibernation B9 memory/filesystem/GPU memory & 1B EIK runtime F7ZME/R IR
IIE, FRERBEFEILIT.
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OpenShell

OpenShell 22 NVIDIA & autonomous Al Agent L £ BEIETTH, TIE agent BUHRIEIT. AIERE.
A& R sandbox FiE1T, HIE Gateway #=HIE. sandbox supervisor enforcement. OPA/Z3 policy
pipeline. provider credential &¥2#] inference. local #IZERHIFABMIAFR . 1% src-openshell-
architecture,

ZRMIA SR

OpenShell F& Agent framework, ERATIENX ReAct loop 3% Agent TER, MefisaibiXte agent
EZEMIESHIT: Gateway owns desired state, Supervisor owns runtime enforcement,

IR A

- Gateway control plane: &IE sandbox. provider. policy. settings. inference. session #
compute orchestrationo

 Runtimedriver: & Docker. Podman. Kubernetes. VM/libkrun ZFEimEa4i— compute
driver,

+ Sandbox supervisor: £ sandbox N/ filesystem. process limits. network namespace.
TLS. proxy. SSH #0 agent child,

+ Policy proxy: FJ OPA fif L4/L7T MIEEIR, SPEHIZE (0FHL SSRF BAiF,

- inference. local: H sandbox proxy IZ&HEHE provider, ##% agent BiZHFEEXEREIIL,

e B I Wy

BEEEAMEIEE coding agent HEIRELLIBREETTT. # agent-sandbox #8EL, OpenShell EfRTEE R
£ runtime; # substrate #8tt, ERIERAIIE actor snapshot multiplex; #1 agentgateway #8tt, &
AIIEITII 5 M4E enforcement, MIASEEFANOM,
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OpenShell 2251t B RO

J&3Z: raw/openshell-architecture-analysis.md - S https://github.com/NVIDIA/
OpenShell + 43#frhRZs HEAD 97986d9

—AEE L

OpenShell & NVIDIA A autonomous Al Agent R £ BT EREHH Agent framework,
218 Agent BUHTIEIT. AIECE. AIEE. AMER sandbox BiE{T. BRXEFEEE Gateway 54!
M. sandbox i Supervisor enforcement. OPA/Z3 policy pipeline. provider credential EIE#
inference. local ¥#IBEREBIFECEWNIAR ; XUHERET © A 4EEF NemoClaw. agent-sandbox.

agentgateway H#h,

AN Q]S

User surfaces \

openshell CLI Python SDK / future SDKs TUI \

| gRPC / HTTP
v

Gateway control plane |
crates/openshell-server |

authn/authz for users and sandbox callbacks

object store: sandboxes, providers, policy, settings, inference, sessions

|
|
compute orchestration: create/delete/watch/reconcile/resume \
provider credential and inference bundle resolution \

|

supervisor session registry and relay coordination

[ ] |
| | SQLite / Postgres | provider / policy objects | |
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| compute driver contract
v

Runtime integrations |

|

|

| Docker driver Podman driver Kubernetes driver VM / Libkrun driver |
| |
| Each driver provisions workload identity, callback material, image/template, |
| supervisor binary, initial command, runtime env, and lifecycle events. \
[

| starts sandbox workload
v

Sandbox data plane |
crates/openshell-sandbox \

I

| | Supervisor | | Restricted agent child \

| | - starts as root | spawn | - non-root user \

| | - loads policy/config | » | - filesystem/process/network Limits
|

| | - injects credentials | | - ordinary egress forced through proxy |

| | - starts proxy + SSH |

[

| | - opens outbound | | CONNECT / HTTP

| |  session to gateway | €4— relay/config/logs

S ‘
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Policy proxy

- bind process identity via /proc/net/tcp + binary hash

- evaluate OPA network action

reject SSRF/internal destinations unless explicitly allowed

- terminate TLS for L7 inspection and credential rewrite where enabled
- intercept https://inference.local and route via openshell-router

RIRDIE

& / 1R3R

2PN =

Gateway &

[

BAK

Compute
runtime

Sandbox
supervisor

Policy
proxy

Provider /
inference

OpenShell 73 B

Pl

A%

CLI/SDK/TUI fi##fr gateway context. sandbox name. auth token, {EREFEEZTHK
Gateway API AR,

I JNIE. AR, policy/settings/provider/inference EZ&. compute
orchestratlon\ relay i,

protobuf object store, SQLite/Postgres [Gif, resource_version CAS; £=EKEw
B ILMER WriteCondition 2% update_message_cas.

R Docker/Podman/Kubernetes/VM driver; fi3s create/delete/watch/reconcile/
startup resume,

sandbox AL 2R : M policy/settings. #E filesystem/process/netns/TLS. /&
&f proxy/SSH. HiIBX provider env. /B5h agent child. FAE#T policy.

FH OPA il L4/LT MEERER, FB /proc/net/tcp SBETARHFIZES D, % SSRF FAIF. TLS/
L7 inspection. i rewrite. inference. local E&H,

provider discovery. credential 5¥\. OpenAl/Anthropic/NVIDIA HiEE &M ;
sandbox A inference. local REZ B OPA network policys

=ZYR1R5R: Gateway owns desired state, Supervisor owns runtime enforcement,

Gateway i agent egress B per-request &R, EIER 2 enforcement JA7E sandbox A, BREEE

F#HIEEMN. XHRS. WEGRZT

S18]. TLS M0 runtime credentials,
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RIBEHER

| openshell CLI |

| CreateSandbox(name/spec/policy/providers)
\ 4

| Gateway gRPC handler |

| - validate spec/labels/providers |

| - fill default image |
| - ensure sandbox process identity + validate policy safety |
| - allocate UUID/name and set phase=Provisioning \
| - optionally mint gateway sandbox JWT \
[

| ComputeRuntime::create_sandbox
v

Gateway compute runtime |
update in-memory sandbox index |

persist Sandbox with WriteCondition::MustCreate \

call selected compute driver \
rollback store/index when driver creation fails \

| driver provisions workload
v

Docker / Podman / Kubernetes / VM |
- inject gateway callback, identity/token material, supervisor, env, command |
- report Llifecycle through watch stream / reconciliation \

| starts openshell-sandbox
v
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S

andbox supervisor |
load policy and settings
fetch provider env from gateway
prepare filesystem, process Llimits, netns, seccomp, TLS CA

|
|
|
start policy proxy and SSH server \
open outbound ConnectSupervisor session \

|

spawn restricted agent child

| ordinary egress / exec / file sync / logs
v

Policy proxy + supervisor relay |

CONNECT denied: OCSF log + DenialEvent — gateway policy proposal pipeline |
CONNECT allowed: SSRF check — optional TLS/L7 inspection — upstream |
inference. local: TLS terminate — parse inference API — openshell-router |
gateway connect/exec: GatewayMessage::RelayOpen — reverse RelayStream |

BIEERIZIAI T OpenShell —EMEM A Gateway 383 spec/policy. 4AE sandbox identity 1

phase
store/
OPA.

sessio

, BH compute runtime LA MustCreate 5\ store, FEEZAARAEN driver; driver kKBS =[EIR

index, BHRET “¥6/2” #9sandbox. Supervisor BEIMIE R —%% 2 pipeline: M policy/

I provider env. H#& filesystem/netns/seccomp/TLS. /B&f proxy/SSH. 17 outbound
n, &x/g7 spawn restricted agent child,

RITRREEF

- =HIEH enforcement 5. Gateway FiEF 7 L HKEE, BEIERIFEIRKTE sandbox A

Supervisor/proxy/kernel controls, FAAEELIRE binary identity. TLS/L7 # runtime
credentials,

» Supervisor E&fiE Gateway: sandbox i&id outbound ConnectSupervisor #F#4 live session,

Gateway HY connect/exec/file sync i&id relay i, AEREHM runtime RETEEMIIL,

- driver &, BX/E: Docker/Podman/Kubernetes/VM driver IEiRF &121E; sandbox

lifecycle. phase. policy/settings/provider/inference ;& OpenShell B28iENX R,

- FARSEIIRFME + CAS: KREWZRF—i# protobuf object store, F£F=E&F@id CAS 5

MustCreate, P&{EFH % Gateway handler/reconciler EFEE ZHIXFL,

- MEERRBEHRIES (D proxy @81 /proc/net/tcp fE#T socket owner, $8 binary path/hash/

ancestor/cmdline ## OPA input, #&%—1 sandbox RFFEHIZELZERF—MLEINE.
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o WIPEERARENISHRAHBET ] https://inference. local B sandbox proxy TLS terminate %44
openshell-router, % agent BEi%$#FH provider credentials iF|a#EAYH < ; XH agent-
credential-isolation B9 BE—2,

« policy proposal ZHIAATLE#L: denial T4 draft policy chunk, 1B Gateway =F3 Z3 prover
2% policy delta; RBEEI auto 1R A prover delta =7 Brhittif,

KA RNEIR

Gateway Compute Runtime

ComputeRuntime & Gateway ¥F sandbox lifecycle B9#Z/0\13E, EIE Docker. Kubernetes. Podman.
remote VM EBUKSL A [El— driver trait, Gateway BR X0\ create/delete/list/watch/validate, Gl
REFANBIAA driver, KKELR; MIBREERS CASi&E Deleting, 75X sandbox-owned records, B
JEH driver delete, watch/reconcile 2KHi/a&1E55: watch loop ZF driver event, reconcile loop &
HALE 3T store 5 backend, &I backend #R&FLFE orphan pruning.

ITHA HEAD 97986d9 1IE4FER Y startup resume: legacy SiR#0%81L sandbox row & decode F¥ proto ZRiA
Unspecified phase, Z#iresume sweep 2BIE, $H Gateway EREEAMELFRIRE,; RIEE
8 Unspecified AN YiE1T, backend fZ1EN resume, RIEIEN mark Error,

Supervisor Relay 5 Sandbox Proxy

OpenShell B9 connect/exec/file sync F7E Gateway Bi&#k sandbox, MiEH Supervisor 5c[A Gateway
#2317 gRPC session, Gateway 183TFF relay BY, 7tZ54F session, &id pending channel, BH
Supervisor & RelayOpen; Supervisor B RelayStream &l claim channel, X MIRFEE R & BiEZ LR
Gateway BB EFENRES.

Proxy @¥IREAIIZIC,: Sk CONNECT, inference. local:443 i# X\ inference interception; HfthtB4R
FeMOEIZ S 4P EF OPA policy evaluation, B SSRF [A#F. TLS/LT7 inspection. credential rewrite 3§
raw relay, L7 0 inference #B7E L4 allow Z/g&4%, tls: skip ME3LRE raw tunnelo

EE S

+ NemoClaw
- agent-sandbox

+ agentgateway
+ cloud-native-security

- agent-credential-isolation

© mcp
« vllm
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Plano

Plano 22 Al-native proxy / data plane, #0 agentgateway [EI& agentic gateway / proxy &, {EE1R
Rust data plane + CLI/config/skills, 3¥I src-plano-architecture,

ZRMIA S

Plano 722 provider adapter, t1RZE Kubernetes Gateway AP| ZH|EMTREE R, ©HIFS2ILRIE
iR proxy/data plane. EZ& schema. CLIiz AR skills/demos LA&#ER, ARSS model routing.
guardrails #1 agent orchestration,

Kt

- crates/LLm_gateway 1 prompt_gateway #&##Z /[ Rust gateway/data plane.
- cli/plancai BiztfESFERANL,

- config/** B& Envoy template. schema FiRECE

+ skills/** 48 agentic ops. ZBE. KA. WNELRKEEIE,

pamactallly

#8E B Rust Al proxy + skills-first B§£%BYE Plano, FE Gateway APl /xDS / mesh &
agentgateway ¥ kgateway; FEE Envoy Gateway GenAl T A81EE& Envoy Al Gateway,
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Plano Z2#951& 11T B

katanemo/plano = Al-native proxy/data plane, #agentgateway FI[Z{E&E{® Rust data plane + CLI/
config/skills, ©FE& crates/LLm_gateway. prompt_gateway. hermesllm. CLI. ACE schema. demos
0 skills, iE&#%h MCP/AI Gateway tooling map.

EDEIoE

user / API surface

]
| “katanemo/plano’ 2 AI-native proxy/data plane, #1 agentgateway EIE{EZE{® Rust ... |

v

|
| core implementation: ‘crates/llm_gateway', ‘prompt_gateway' - ‘cli/

planoai’ |
|

<

“config/**" | | “skills/***

v
v |
| selected value: routing / serving / dashboard / graph layer for current wiki |
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RIRD =

E/B=x =iE

crates/Llm_gateway, prompt_gateway ¥l Rust gateway/data plane,
cli/planoai CLIZZEANO,

config/** Envoy template. schema FIMIXEZE.
skills/** M agent/aFE/mH/MNAYE EEEL

RIBEHER

1. BPiBE config/CLI EX gateway. routing. filter chains.
2. Rust data plane 28 LLM i&R. B&H. guardrails,
3. skills/demos 1Zftt agent orchestration FlizZZE AN O.

IR

+ 18 proxy/data plane 5 skills/docs &%, BRSS agentic ops.
* Rust #ZES{RERHIE,
- B2E schema BFERAKE X,

X EEE (L

# Envoy Al Gateway #8Lt, Plano B E% data plane/skills-first; #1 agentgateway ftt, —HZAEE
agentic proxy, {BEBFELIMERLLRRE,

P SHEEE

« GitHub HEMRSERAE: src-github-stars-backlog-current-state
- EBIMIE]: github-stars-backlog-implementation-map
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substrate

Agent Substrate 2IZ1T1E kubernetes Z ERIEZE agent-like workload substrate, E1E Kubernetes
LR RSAA SMERITHEIE, 18 Actor BIE T resume/suspend. worker B2, RSB BE AR EZ A E!
Redis/ValKey. ateapi. atelet. ateom-gVisor #1 atenet router B5EA%, ¥l src-substrate-
architecture,

ZRMIA SR

Substrate N2 & BRI Agent framework, tBREXREIE—" Pod 8 sandbox CRD, ERZLBEAREILK
£ idle actor multiplex E%&> warm worker £, @3 golden snapshot. runtime checkpoint/restore.
actor DNS #1 Envoy ext_proc MEEFRGECEIER,

©#1 agent-sandbox / agentcube FIXFI7EEL: agent-sandbox 1ZEHEIRZ Sandbox [Ri&, agentcube
=15 EBH warm pool, Substrate BKE, E#EIE worker pool. actor template. snapshot F1E&H
RE % substrate,

KPR

* WorkerPool: 7=BH worker REMIzTTIEMR, H controller #1679 privileged ateom pods.

- ActorTemplate: 4 f% golden actor, & checkpoint A% golden snapshot, ftf54: actor HEIRE.

* Actor: EIUBITIRATH K8s API, 7% Redis/ValKeys

- atelet /ateom-gvisor: Tl supervisor #1 gVisor worker, fiE3 runsc create/start/
checkpoint/restore,

- atenet: &Y actor hostname fifi’& ResumeActor, B3LIERI%AZEIE 52 worker,

SR ¥
EEMAIEESEZE. RTHEE. ATEEMRER agent runtime, HRZLHAEBED agent IRIERE, 4%k

%& agent-sandbox 3 OpenShell; BHREERNEK=IESHEF warm pool, L5EFE agentcube; HEIE
sandbox HOREMNGIE, BENN agentgateway / ai-gateway,
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vLLM Semantic Router

Semantic Router & VLLM 475 programmable Mixture-of-Models routing and control layer, ZFEi&
i3 ERY OpenAl/Anthropic-compatible endpoint iF[A]E, Router IRIEIERIFIEIEZEH A SEESI KRR

R [B)

MARRIE “ERFEEETRE. SROFAR. HBRATERLER. FETE/MER/MIENASEE
777 BERES7E S3EEH, Semantic Router 3 intent. difficulty. context. modality. identity. risk
0 system state Li—RITIEKEEFo

PZIDHR

Recipe/virtual model AT EMIEMEEY, specialist. cascade 3% bounded multi-model workflow, ki
A0 retrieval. memory. tools. caching. guardrails # verification,

b oyt

©RE model/ability/recipe, AEA Envoy SIEE! server, HAREE 15 K8s pod endpoint picking,
FEMAS/FREREELE routellm; FE KV, PAFI. InferencePool endpoint & llm-d-router,

1#0 src-semantic-router-architecture. src-k8s-gateway-routing-comparison,
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AT Agent BIE

8 Kubernetes Operator R EE! Al Agent iIz4E ERNIGIHEF: Agent 2FIR (CR) , FEXWR
(class) o

A HiClaw 7 2026 A RISER BRI :

- Agent F§ CRD =B (YAML) , =2 Python class w#

- controller 4% reconcile, it actualstate (&28. IMBEiEl. WX consumer) [[ desired state
(CR) g8

- 2RIR15 K8s 1Y self-healing / Z&l4s / RBAC / Helm E£5 T4k / kubectl ?97%1'?@

+ 5 LangGraph / AutoGen / CrewAl X3 "7E /R B 2 #FZ R Python EEEME
WIRIBETF E L4

Kubernetes Resource Model XJ iz

K8s 1=HY Agent EIESLL  1%EA

spec HAZE Agent &E model. runtime. tools. skills. #R. HMEXHR

status KRBT BFHRIRE. IM B4, roomid. gateway consumer. ready/error
reconcile HRaEf HMER BRI SRS I E R RN /1B L

OwnerReference A n/EHAIIE Team MIFRET/FIERL 58K session FIR

finalizer BFEE %Ml gateway consumer. Matrix user. storage, Ffffj CR

R&RIE

= AR ARER

HiClaw Worker / Team / Human / Manager % Agent th{E. IM FEE. FEMX. BREIH

Sandbox / SandboxClaim/
agent-

SandboxTemplate / BRERLM Agent runtime [FRiE
sandbox
SandboxWarmPoo L
openkruis  Sandbox / SandboxSet / Agent sandbox lifecycle platform: warm pool.

e-agents SandboxClaim/ SandboxTemplate = claim. E2BAPI. E&H. runtime/CSl/identity ¥ &

18 agent-sandbox BIFX=i&E. Router. PicoD.

agentcube AgentRuntime / CodeInterpreter
& / P WarmPool API
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mE AERR ABI=21
kagent agentic DevOps/K8s 12EAO  FfR “F Agent#2{EK8s” , FREIK/E runtime CRD

tARRES

+ Agent BKFd. BRE. BEMNIEITET;

- FEZAN/Z Agent IMERI AT ST EHA,

« EE RBAC. namespace. ZFHF. Helm/GitOps X1}

- BEAW. REAR. FRELE. MR/

- FEI0 Agent 5 gateway. storage. IM. sandbox FIMIBERLEE

A RERIEL

« QAR7E— Python #HiZREHIEE A E workflow;

- Binedst ™ ABohh, FHEESHEFHIEHITHIE;

- Agent FERAEM. RE. BIRHINBETR;

- HIBAIR & HEZIF Kubernetes operator B Rt EZE,

SRt RNBYX &R

AEAT Agent BIR4E ai-agent-plugin-patterns B8y “E0OMW” M “BEIHR HRIEER: AgentBENF
EHCRTE prompt. HIAFIFIEEEE, MEH CRD. policy. secret. gateway backend # controller #X
SERMRIK,
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